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Contemporary digital environments necessitate an increased
organizational commitment to safeguarding the confidentiality,
integrity and availability of information assets. An indispensable
element of this endeavor lies in issuing and enforcing
Information Security Policies (ISP) that delineate appropriate
handling and use of the organization’s information assets. While
ptior research predominantly examined the impact of ISPs on
employee cyber behavior, limited attention was given to the
organizational-level effects of ISP compliance (ISPC). In
particular, the extent to which ISPC and cyber resilience (CR) are
interrelated is still insufficiently understood. In light thereof, this
article explores mechanisms that can be implemented to increase
ISPC, the general organizational-level effects of ISPC, and how
ISPC relates to CR specifically. Drawing on an integrative
literature review and a holistic case study, this article explores the

role of ISPC in driving organizational CR.
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1 Introduction

A characteristic of the 21st century is the interwovenness of the digital and physical
world, making online shopping, social media and digitalized business processes
increasingly ordinary. This coalescence also provokes the transition of traditionally
unwanted physical behavior to its digital counterpart. On this matter, the following
applies: “But people themselves alter so much, that there is something new to be
observed in them forever.” — Jane Austen, Pride & Prejudice. Even though romance
novels and an Information Security Management System (ISMS) are not necessarily
relatable, both address the unpredictability of human behavior. In fact, within an
ISMS, many security weaknesses arise from human behavior and actions
(Ncubukezi, 2022). Thus, enforcing an Information Security Policy (ISP) can aid
organizations in protecting their information assets (Delso-Vicente et al., 2025). An
ISP is “a set of formalized procedures, guidelines, roles and responsibilities to which
employees are required to adhere to safeguard and use propetrly the information and

technology resources of their organizations” (Cram et al. 2019, pp. 525-520).

Even though there is a plethora of research and theories on the impact of ISPs on
employee behavior (e.g., Xue et al., 2021; Mubarkoot et al., 2023), there seems to be
a lack of a comprehensive account of the impact of ISP compliance (ISPC) on
organization security (Cram et al., 2019). For instance, previous research focuses on
the individual drivers of ISPC (Aggarwal et al, 2024; Balagopal et al., 2024; Sharma,
et al. 2025). However, evaluation of ISPC necessitates consideration of both human
behavioral as well as organizational factors (Alias et al., 2019; Zhang et al., 2025).
This is particularly important as information security threats do not single out the
employees whose non-compliant behavior might lead to an incident, but they affect
the organization in its entirety (Delso-Vicente et al., 2025).

As seemingly critical elements of an organization’s ISMS, pre-emptive planning and
preparation for potential cyber-attacks requires a certain amount of cyber resilience
(Calder, 2020; Alhidaifi et al., 2025). To this end, Ross et al. (2021, p. 1) describe
cyber resilience (CR) as “The ability to anticipate, withstand, recover from, and adapt
to adverse conditions, stresses, attacks, or compromises on systems that use or are
enabled by cyber resources”. Subsequently, this article addresses the relation and
potential overlap between ISPC and CR. The objective of this paper is bifold. Firstly,

it provides an understanding of which organizational mechanisms enable ISPC and
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CR. Secondly, it addresses the extent to which ISPC (effects) relate to CR. To
successfully achieve these objectives, the main research question is: Which
organizational drivers can enhance Information Security Policy Compliance and Cyber Resilience,
and how are these phenomena related? To answer this question, ISPC and CR are first
assessed separately to avoid the assumption that ISPC always leads to CR. The
research starts off with an integrative literature review that provides conceptual
insight into ISPC and CR found in the literature. The resulting Theoretical
Background is provided in section 2. Then, the empirical research — which is
discussed in sections 3 and 4 — investigates the existence of the organizational impact
of ISPC and its potential overlap with CR. Section 5 discusses the research results
and addresses its limitations and aspects for further investigation, and section 6

concludes the article in its entirety.
2 Theoretical Background
2.1 Literature Review

2.11 ISPC-enhancing drivers

Literature on ISPs highlights a broad range of organizational drivers that shape how
policies are enacted in practice. Albeit obvious, these policies are only effective if
they are complied with. Additionally, pootly aligned or rigid policies may fail to
deliver intended outcomes (Almuqrin, 2024; Zanke et al., 2024). In light hereof,
many authors distinguish various behavioral theories that focus on individual
attitudes and behavior relating to ISPC. However, as mentioned above, non-
compliant behavior may affect the entire organization, not just the individual
transgressor. To address this theoretical gap, this article identifies organizational-
level drivers for ISPC by utilizing the awareness-motivation-capability (AMC)
framework by Chen et al. (2016). This framework emphasizes an organization’s
proactive decision-making through a distinction between awareness-, motivation-
and capability-enhancing measures, each addressing a different (cognitive) level for
the end-user (Dong et al. 2023; Li et al., 2025). Thus, the framework distinguishes
directional and behavioral variance, and allows for integration of behavioral,
institutional, and resource perspectives. In doing so, it is particularly well suited for

ISPC research because it accounts for both intentional and unintentional non-
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compliance. Table 1 provides a non-exhaustive synthesis of most relevant measures,

based on the following criteria:

— Awareness-enhancing: relates to employees’ knowledge of the ISP; these
drivers were selected based on reach, frequency, and ability to convey ISP’s
rationale.

— Motivation-enhancing: relates to reasons why employees would or would
not comply with the ISP; these drivers were selected through assessing
organizational/ environmental engagement, and perceived value of

compliance.

—  Capability-enhancing: relates to ease or difficulty of ISPC; these drivers were

selected based on usability and ability of enabling performance of duties.

Awareness measures

Table 1: AMC-measures for ISPC

Motivation measures

Onboarding can introduce new
employees to the ISP(C)
(Vollenweider, 2023).

A cyber security culture aids the

increase of ISPC (Amankwa et al.,

2018; Alassaf et al., 2021; Zhang et
al., 2025).

Capability measure

Infrastructural constraints can
prevent execution of non-compliant
behavior (Khando et al., 2021);
(Mubarkoot et al., 2023).

Involving end-users in the
development of the ISP leads
to their active participation in
and awareness of the
organization’s ISMS/ ISP
(Amankwa et al., 2018).

Involvement of managers (Moody
et al., 2018), and their exemplary
ISPC behavior incentivize
compliance by other staff (Whitman
et al., 2018; Zhang et al., 2025).

Monitoring and auditing enable
identification of deviant behavior
(D’Arcy et al,, 2019), highlighting arcas
for ISP(C) improvement (Alassaf et al.,
2021, Mubatkoot et al., 2023).

Awareness campaigns aim to
inform end-users about the
existence, scope, and value of
the ISP (Bagheri, 2020; Khando
et al.,, 2021).

Managerial control through
sanctions and promotions can
incentivize motivation for complying
with the ISP (Cram et al., 2019;
Khando et al., 2021).

Allocation of IS-related tasks and
responsibilities enables employee
participation in IS-practices, enriching
their self-efficacy (Moody et al., 2018;
Ali et al., 2021).

Clear and accessible ISP
provisions increase employee
compliance with, and
engagement in, security practices
(Ali et al,, 2021).

Strategies for organizational ISP

justice prevent IS-related injustices

that could demotivate end-users to

comply with the ISP (Hovav et al,,
2016; Ali et al., 2021).

Cybersecurity exercises like
penetration testing (Balakrishnan et al.,
2018) enable vulnerability- and incident

preparedness and response (Bartes et
al., 2017).

Gamification simplifies
communication of ISPC content
and importance (Khando et al,,
2021).

Promotion, support, and liaising of
ISMS activities by an ISMS
coordination team (Zammani et al.,

2019) can enhance motivation.

Education cultivates skills and
confidence (Cram et al. 2019), and
training enhances application of taught
skills (T'sohou et al., 2018).

Security Education, Training
and Awareness (SETA)-
Programs facilitate knowledge
of procedures, guidelines and
actionable tasks (Moody et al.,
2018; D’Arcy et al., 2019).

Giving employees freedom and
control to make IS-related decisions
can reduce non-compliant behavior,

as restriction herein incentivizes
noncompliance (Hovav et al., 2016;

Stewart, 2021).

Strategically designed systems that
promote compliant, user-friendly,
casily comprehensible interfaces,
facilitate users’ understanding and
adoption of compliant behavior
(Falahati, et al. 2022).




A. de Rgjp et al.: Exploring the Relation between Information Security Policy Compliance and

Cyber Resilience 181

Notably, the AMC-framework provides a diagnostic lens for addressing barriers that
might cause non-compliance and subsequently identify necessary adjustments.
However, the AMC-framework does not explicitly account for organizational ISPC
effects, thereby requiring additional research that will highlight its relation to CR.

2.1.2  CR-enhancing drivers

Table 2: Organizational drivers for CR

Cyber resilience awareness and training contribute to long-term enhancement of
Planning organizational cyber resilience (Kott et al., 2019; Bagheri, 2020; Annarelli, 2021).

Parameter: A cyber security culture can facilitate cyber resilience planning through integration of cyber
knowle security practices in the business operations (Kott et al., 2019), emphasizing the crucial role
PRGNS of management and leadership (Bagheri, 2020).

IEISLEGTa A Response and recovery plan is crucial for the efficacy and sustainability of a resilience

to an program. Through established policies (pre-event), these programs prescribe the

incident organization’s approach for handling threats and incidents (Bagheri, 2020; Staves et al., 2022),
as well as appropriate roles and responsibilities (Annarelli et al., 2021).

Governance and monitoring programs facilitate structural documentation of CR

. procedures and issues (Bagheri, 2020; Petrenko, 2022), enabling identification of gaps and
Detecting areas for improvement (Rieger, et al., 2021). Expansive analysis by for e.g. Artificial
LGS Intelligence can aid quick and effective detection and response (Balakrishnan et al., 2018;

SCEUCE I Klioskli ct al., 2023).
and

interpretation
of anomalies
and incidents

Cybersecurity exercises — for e.g. staged attacks (Balakrishnan et al., 2018) — create
opportunities for identification and assessment of risks and threats, stakeholders’ familiarity
therewith, and the efficacy of existing response (Petrenko, 2022; Staves et al., 2022).

Employee reporting plays a critical role in detecting anomalies; they should have access to
reporting mechanisms for potential security incidents (Abrahams et al., 2024).

Proactive response coordination to threats and incidents is vital for organizations (Ross et
al., 2021). This response should be based on established policies that prescribe actionable
tasks (Annarelli et al., 2021) that can be executed and/ or coordinated by capable (external)
1S-staff (Linkov et al., 2013; Bagheri, 2020), for e.g. a Cyber Incident Response Team (CIRT).
Organizational responses to cyber incidents should be evaluated in order to allocate
appropriate human resources and maintain up-to-date awareness of evolving cyber risks. In
line herewith, addressing system issues and risks is vital and evaluating recovery durations will
enable the organization to modify or replace non-recoverable components (Bagheri et al.

2023).

Recovery/

post-
incident

Parameter:

reaction to
and lessons
learned from
incidents

To commence, CR reflects an organization’s capability to endure and adapt to
disruptions in its information systems while continuing to achieve its operational
objectives (Bagheri, 2021; Eling et al., 2021). Not to be confused with cyber security,
CR is commonly regarded as a post-incident construct (Rieger et al., 2021). Cyber
security, on the other hand, focuses on the pre-incident protection of electronic
information (Calder, 2020). Even so, CR is strongly rooted in pre-incident measutes,
particularly the deliberate design of resilient systems that enable effective response
and recovery from attacks or failures, making cyber security a core element of a CR-

strategy. In essence, preparedness, detection, and recovery capabilities are key
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enabling conditions for organizational CR (Annarelli et al., 2021; Ross et al., 2021).
As such, CR can be divided into three phases, namely (1) planning, (2) detecting, and
(3) tecovery/post-incident (Linkov et al., 2013; Bagheri, 2020). Table 2 provides a

non-exhaustive synthesis of relevant organizational drivers divided over each phase.
2.1.3 ISPC effects and correlation with CR

With regards to the ISPC effects, existing literature suggests that poorly aligned or
rigidly implemented security frameworks may fail to deliver intended outcomes
(Almugqrin, 2024; Zanke et al., 2024). Thus, organizational context — including
culture, leadership and strategic goals — influence the effectiveness of these
frameworks. Additionally, given the significant role employees have in security
incidents (Fatoki et al., 2024), their involvement in risk management and open
dialogue are critical to the effectiveness of an ISMS and ISPC (Ali et al., 2020).

Prior research suggests that ISPC may contribute to reducing cybersecurity
incidents, safeguarding the Confidentiality, Integrity and Availability of information
systems, and enhancing business continuity, organizational reputation, and risk
management capabilities (Cram et al., 2019; Ali et al., 2020; Donalds et al., 2022;
Mohamud, 2024). On the other hand, the notoriety of attributing security incidents
to human behavior is contradicted by a lack of empirical evidence cleatly linking
ISPC to reduced security incidents. Thus, the validation of the presumed ISPC
effects requires more controlled empirical work (e.g., longitudinal or experimental

designs) that quantifies their magnitude.

Collectively, the literature indicates that well-established security policies support
organizational security by protecting sensitive information and mitigating
vulnerabilities, suggesting a meaningful convergence between ISPC and CR.
Moreover, the implementation of policies can be considered the highest level of
reactive defense since, for example, access management policies add more layers to
information protection than physical and network security alone (Balakrishnan et al.,
2018). Ultimately, well-formulated policies that are easily integrated into daily
activities enable a better alignhment between restrictive and protective security

objectives within organizations (Qiu et al., 2020).
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Both ISPC and CR encompass an organization’s motivation to safeguard valuable
information assets. While ISPC includes prescription of responsibilities for
mitigating cyber-related risks, CR enables consistent delivery of the intended
business outcome despite incidents (Eling et al., 2021). Notably, except for incident
response, we also identified all CR-drivers in light of ISPC-drivers. Figure 1 presents
the overlap between ISPC and CR.

ISPC drivers P ., CR drivers

0*’b°="d“_1g . " Common drivers \ Response and recovery
End-user involvement s \ s
Clarity & Accessibility 0 LI ST \ L annmg 3

& training (incl. SETA- \ Reporting mechanisms

Gamification i
e . . programs) Response evaluation
anagerial involvement gkt ol |

Mans ] nal control " 1SMS / CR
Organizational ISP justice (erear ey o

Control / freedom (s reatsrl
Allocation of responsibilitics monitoring programs
and tasks

I'T Facilitating conditions

Cybersecurity exercises

Figure 1: ISPC and CR overlap

In conclusion, effective use of I'T systems — perhaps by enhanced ISPC capabilities
— contributes to CR (Annarelli et. al, 2021), because consistently secure behavior aids
in mitigating risks and enhancing organizational resilience (Oroni et al., 2025).

2.2 State of the art and perspectives for empirical research

A non-exhaustive set of mechanisms that may enhance ISPC and CR emerges from
literature. For instance, regarding awareness, an employee may be first introduced to
the ISP through onboarding. Subsequently, considering motivation, organizational
security culture creates an environment for motivating their compliance with the
ISP. Then, relating to capability, appropriate security training enables end-user’s
capability of utilizing obtained knowledge and necessary related skills. Despite this
division, some mechanisms are complementary, and even fluid throughout the
AMC-levels. For example, a security culture can also be an introduction to the ISP
or enhance capabilities for ISPC for e.g. through security related conversations.
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Furthermore, there are many notable similarities between ISPC and CR drivers, such
as increased organizational awareness of security activities, security culture, and
enhanced IT-capabilities (detection and monitoring). Basically, thus far, ISPC-
enhancing drivers seem to be re-usable for CR as both elements are essentially aimed
at safeguarding valuable organizational information assets. Nevertheless, our
following empirical research further explores the effects of ISPC on the case

organization, and how this potentially contributes to their CR.
3 Methodology

Our study adopts a qualitative case study design based on a single holistic case study
that facilitated an exploration of the effects of ISPC and its relation to CR in practice.
The methodological rigor and quality of this case study is ensured through several
strategies (Yin, 2014). Construct validity was guaranteed using multiple sources of
evidence — such as document analysis, semi-structured interviews and an exploratory
survey — which enabled data triangulation. Internal validity was facilitated by
comparing expected theoretical patterns with observed data (pattern matching) and
by iteratively refining explanations based on evidence from multiple data sources
(explanation building. Regarding external validity, the case organization, further
anonymized as ALX, was selected based on its analytical relevance rather than
statistical representativeness, thereby supporting analytical generalization. ALX
provided a formally implemented and documented ISMS that is governed by a
dedicated Information Security department. Finally, reliability was ensured by

maintaining a chain of evidence and inviting key informants to review draft findings.

The analyzed documents applicable to ALX were: the ISP, an Annual Awareness
Plan (2023-2024), a Risk Control Standard (2017), an Awareness Survey Report
(2023), and an Information Security Baseline (2024). Furthermore, the interviewees
consisted of the Chief Information Security Officer (CISO), two Information
Security Officers (ISOs), an IT Security Officer (ITSO), and an Awareness Officer
(AO). These interviewees have an average of 6+ years of experience in Information
Security. Lastly, the survey only required employment by ALX. As just 27 of = 5000
employees completed the survey, its results served an exploratory triangulation

purpose, providing indicative insights rather than empirically generalizable findings.
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4 Results: applying theory to practice
41 ISPC and CR drivers

The research findings suggest that ISPC at ALX is supported by mechanisms
spanning all AMC levels, including formal training initiatives, awareness campaigns,
and technical infrastructure. Figure 2 presents the identified ISPC and CR drivers
within ALX, which were categorized using a three-level index: low (not or rarely
identified), medium (partially identified), and high (frequently identified). Notably,
despite their formal inclusion in ALXs strategic documentation, security culture and
managerial involvement were perceived as relatively weak by interviewees and survey
respondents. This can suggest a misalignhment in design and implementation

regarding leadership and community.

HIGH ISPC HIGH Common HIGH CR
Onboarding ®  Awareness, education & 0 TrEpenlEnsmmy
Clarity & Accessibility e (e AR Janmin:

7 i programs) P :3
ISPC conirol & freedom =
Infrastructural

Governance, monitoring and
anditing

Cyhersacurity exercises
ISMS / CR Coordination &
allocation of responsibilities
and tasks

MEDIUM Common

rity culture

LOWISPC LOW CR
+ Gamification * Response evaluation
+ End-userinvolvement
* IT Facilitating conditions:
design and usability

Figure 2: ISPC and CR overlap in ALX

4.2 ISPC effects

ALX’s ISP prescribes the contours for how the organization should handle
information systems, including processes for identifying, assessing, monitoring,

reporting and controlling operational risks and incidents. Hence, through
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implementation of its Information Risk Management Policy (and procedures), ALX
is better equipped to detect vulnerabilities and threats prior to the maturing of these
risks into incidents, providing opportunities for making informed security decisions.
In light hereof, the CISO, ISO’s and ITSO noted that risk management through
ISPC enables ALX to become increasingly better at managing, identifying and
mitigating risks. The I'TSO mentioned that the ISP describes ‘erroneous behavior’s
therefore, if employees are aware of what they should comply with, they can report
deviations therefrom. Subsequently, the ITSO and AO presume that heightened
employee awareness may contribute to incident reduction by enabling eatlier
reporting and more secure information handling practices. They also infer that
ALX’s mandatory training “Digital Safety Online” and routine phishing simulations
enable a combination of ISPC monitoring, auditing and exercising that facilitate the
detection of AMC-related security gaps. Even so, the interviewees explicitly
mentioned that ISPC effects can only be clear if ISPC is consistently and properly
monitored. Nevertheless, the interviewees agreed that ISPC supports the
maintenance of the confidentiality, integrity, and availability of information systems

by strengthening risk, incident, and vulnerability management.

4.3 Potential ISPC and CR overlap

ALX’s ISP explicitly identifies CR and business continuity as core information
security objectives. The CISO and an ISO emphasized that ISPC and CR require a
“human-centered approach” in which employees are proactively engaged in
information security practices. One ISO stressed that the absence of policies can
complicate the organization’s chances of achieving CR. Another ISO adds that ISPC
specifically helps with identifying and mitigating security risks, which, in turn
increases CR. Additionally, the ITSO highlighted that proactive reporting by end-
users —as prescribed by the ISP —is essential for an enhanced response to anomalies,

as this will better equip ALX to deal with these on time, hence, aiding CR.

Furthermore, the findings highlight multiple organizational mechanisms associated
with both ISPC and CR, including awareness, training, security culture, cyber
exercises, governance, monitoring, coordination, and reporting. This follows ALX’s
adoption of the “Three Lines of Defense” approach wherein specific security-related

tasks are divided amongst management, academic and supporting staff. In
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conclusion, within ALX, reinforcing ISPC and CR relies on human-centered
mechanisms such as security awareness, training, incident reporting, and response

capabilities, supplemented by technical mechanisms, such as monitoring.
5 Discussion, limitations and future research

This study advances understanding of ISPC and CR by examining the mechanisms
that support both phenomena and by theorizing their interconnection. Most
literature treated ISPC and CR as separate domains. For instance, compliance is
addressed as a dependent variable for behavioral change, and CR is treated as an
outcome of systems, not behavior. Thus, the linkage between the two remains
under-theorized. Hence, this study conceptually shifts ISPC from abiding by rules
to addressing it as a dynamic capability that strengthens CR, conveying attention

from whether compliance occurs to how it is organizationally enabled.

The findings further suggest that ISPC drivers can function as enabling mechanisms
as well as observable indicators of compliance-related effects. For example, cyber
exercises such as phishing simulations provide insight into employees' level of
knowledge, willingness, and capability to respond to cyber threats. When such
reporting behavior is institutionalized, organizations may develop a more
coordinated approach to threat detection while simultaneously revealing socio-
technical vulnerabilities across departments and infrastructures. Subsequently,
misalignment within the organization's approach, both in terms of personnel (e.g.,
departmental differences), and technology (e.g., accessibility of the reporting
database) can be identified and addressed, potentially creating evidence-based

insights about the organization’s overall CR posture.

Additionally, the findings contemplate that alignment of ISPC mechanisms with CR-
oriented practices can aid positioning organizations better to withstand and adapt to
the cyber threat landscape. Thus, the ISP could form a foundational governance
instrument within broader CR strategies. However, the findings equally indicate that
compliance alone is not sufficient to ensure CR. Rather, resilience is reinforced when
compliance is embedded within an integrated socio-technical configuration spanning
people, processes, and technology, whilst balancing prevention and response
strategies. This underscores the importance of complementing policy enforcement

with leadership engagement, security culture, and continuous capability building.
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Limitations and future research

This study is subject to several limitations. First, the findings may reflect perceptual
bias concerning the quality, enforceability and effectiveness of the ISPC as insights
from the broader employee population were not extensively captured. Second, the
relatively short research window of five months essentially implies a cross-sectional
design and constrains the ability to observe longer-term longitudinal compliance
dynamics. Third, the operationalization and measurement of ISPC effects remain
difficult to isolate from broader information security governance outcomes. Finally,
the study primarily focuses on organizational compliance mechanisms without
explicitly accounting for how rapid technological advancements continuously
reshape security requirements and user interactions and may underrepresent the

dynamic interplay of innovation and security.
Recommendations for future research

Several avenues for future research emerge from this work. First, longitudinal
research designs are needed to generate stronger empirical evidence regarding the
organizational effects of ISPC. Such studies should account for dynamic contextual
factors, including technological developments, evolving threat landscapes, and the
dual retrospective and preparatory nature of information security policies.
Moreover, measurable evidence of ISPC-effects could be provided through
combining quantitative metrics, comparative analysis, and business impact linkage.
Second, further exploration of the design and implementation of mechanisms for
monitoring end-user ISPC could provide deeper insight into behavioral compliance
and its associated organizational impacts. Third, further research is required to
empirically assess the situational and organizational conditions and effectiveness of
mechanisms aimed at enhancing ISPC and CR. Finally, considering the Network and
Information Security Directive 2, it is particularly valuable to examine how Dutch

Higher Education Institutions strengthen their CR strategy in compliance herewith.
6 Conclusion
Our work highlights the importance of human-centered mechanisms, such as

awareness of security activities, security culture, and enhanced IT-capabilities

(detection, monitoring, reporting and response) as critical links that influence both
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ISPC and CR. This study also contributes to the extant literature by proposing ISPC
as an organizational enabler of CR, rather than solely an individual-level behavioral
outcome. In doing so, this research extends existing compliance-focused research
through positioning CR as a potential complementary outcome of an ISMS. Thus,
it demonstrates that ISPC and CR are closely related and mutually reinforcing,
suggesting that ISPC can potentially be utilized as a foundational layer of CR, with
its strongest contributions concentrated on preparedness. Taken together, this
research reconceptualizes ISPC as a resilience-enabling capability, arguing that ISPC-

enhancing mechanisms can play a critical role in shaping organizational CR.
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