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In an increasingly hyperconnected world rising uncertainty
threatens both business continuity and society, prompting new
regulatory responses from the EU and the US. Traditional,
deterministic approaches to cyber resilience which focus merely
on returning to a ‘status quo’ state after a disruption are no longer
sufficient. Instead, organizations must evolve toward antifragility:
the ability to thrive and exploit opportunities emerging from
chaos. Drawing on an iterative design science research
methodology this study proposes a theoretically grounded
framework consisting of two design goals and twelve design
principles to help organizations achieve antifragility within a
cyber resilience context and guide the development of future
cyber resilience maturity models.
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1 Introduction

In today’s volatile, uncertain, complex, and ambiguous (VUCA) environments,
organizations face unprecedented cyber threats and disruptions (Bennett &
Lemoine, 2014; Saeed et al., 2023) which impact business operations, society, the
global economy, and public trust (Eling et al, 2021; Reeder & Hall, 2021).
Governments, including the EU and US, are addressing these challenges through
cyber resilience legislation based on existing frameworks (Carroll, 2024; Tasheva &
Kunkel, 2022; Vostoupal et al., 2023).

Traditional deterministic approaches to risk management and cyber security such as
NIST CSF v2.0, ISO 27005, ISO 3100, NIST 800-30 and NIST 800-37 (Cerqueira
Junior & Arima, 2023; NIST, 2023; Putra & Soewito, 2023; Taherdoost, 2022) are
effective in complicated domains ("known unknowns") because of their reliance on
checklists and static risk assessments. These frameworks are however less useful in
chaotic and complex domains ("unknown unknown") because they fail to adapt to
the dynamic nature of current cyber threats and emergent behavior of organizations
(S. Ashby et al., 2018; Eling et al., 2021; Herley, 2016).

Predicting unknowns to protect existing value is not viable due to the infinite effort
required. Organizations must instead build resilience to create value amid unforeseen
disruptions (Adobor & Kudonoo, 2025; Aven, 2015a). This leads to the following
Problem Statement: Organizations struggle to create business value in chaotic and
unpredictable contexts. To assist organizations a Cyber Resilience Maturity Model
(CRMM) may serve as a valuable tool (e.g., Imran et al., 2022; Sepuilveda Estay et al.,
2020). However, despite extensive research (Botjes et al., 2026a), no existing CRMM
adequately addresses the essential capability of responding to unforeseen events. In
response the present paper proposes a theoretically grounded framework consisting
of two design goals and twelve design principles to help organizations achieve
antifragility within a cybersecurity context and guide the development of future
cyber resilience maturity models. This leads to the Research Question: What are the
design goals and design principles for a Cyber Resilience Maturity Model (CRMM) that adequately

addresses the capability to gain value in response to unforeseen events?
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To answer this question, we apply an iterative DSR approach (Section 2). We first
capture the relevant theoretical constructs identified in our diagnosis phase (Figure 1,
Section 3). In our design objective and requirements phase we subsequently draw on design
theory to propose the design goals (Table 1) and design principles (Table 2) for such
a CRMM.

2 Methodology

To enhance rigor in developing the CRMM we apply Design Science Research
(DSR) throughout the CRMM lifecycle (Adekunle et al., 2022; Becker et al., 2009a).
Recognizing our domain as a wicked, socio-technical problem, we follow an iterative
DSR to develop our design knowledge (Vom Brocke et al.,, 2020) relevant to the
creation of our knowledge artifact. We integrate the eADR (Mullarkey & Hevner,
2019) and the eDSR (Tuunanen et al., 2024) into five phases: (1) Diagnosis, (2)
Design Objectives and Requirements, (3) Design and Development, (4)
Implementation, and (5) Evolution. Each phase follows five steps: (a) Problem
Formulation, (b) Artifact Creation, (¢) Evaluation, (d) Reflection, and (e)
Formalization of Learning (Mullarkey & Hevner, 2019). This paper shares the results
from the iteration in and between the diagnosis phase, and the design objectives and

requirements phase.

Within the diagnosis phase we applied exploratory searches using open databases
(Botjes et al., 2026b) and proprietary Al tools (OpenAl ChatGTP and Google
Gemini) to identify relevant models and constructs, and in doing so refining a
coherent theoretical framework for both the problem- and solution-space (Kuechler
& Vaishnavi, 2008; Rivard, 2021).

We define the design objective and requirements of the CRMM using these two design
theory principles (Gregor, 2000; Gregor & Hevner, 2013): design goals define the
artifact’s purpose and scope (Gregor & Jones, 2007; Walls et al., 1992) and design
principles translate goals into actionable guidelines (Markus et al., 2002). Both of
these principles need to be grounded in justificatory knowledge (Baskerville & Pries-
Heje, 2010; Fischer et al., 2010). We ensure transparency and traceability from goals
to principles (Lukyanenko & Parsons, 2020), in support of the development of new
knowledge (Hevner et al., 2024; Maedche et al., 2024), which involves balancing
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specificity and generality to maximize re-usability and validation (Gregor et al.,
2020).

To ensure replicability, independence, precision, and falsifiability (Recker, 2021) we
practice open notetaking, documenting the process, design knowledge, and
contributions (Hevner et al., 2024; Maedche et al., 2024), respecting the FAIR-
principles (Wilkinson et al, 2016). We used open-source tools for editing,
versioning, and reference management (Botjes et al., 2026b). Furthermore, open and
proprietary databases are used for the literature review. Finally, proprietary Al
(OpenAl ChatGPT, Mistral La Chat and Google Gemini) are used for spelling,

grammar and word-reduction.

3 Conceptual Background
3.1 Resilience

Generally, resilience refers to how long an organization takes to recover from
disruptions (e.g., context changes) and restore its original function and value (Linkov
& Kott, 2019). It is central to business continuity (Steen et al., 2024) because changes
in context can alter the value proposition of products or services (Lusch &
Nambisan, 2015). For example, negative news about a bank can shift public
perception leading to rapid withdrawal of digital assets and potential insolvency
(Smeets, 2021). Detailed definitions on resilience vary, e.g., prescriptive or
descriptive, as one layer or as a multi layered concept, as a capacity, ability,
characteristic, outcome, process, behavior, strategy, approach, or as a type of
performance (Hillmann & Guenther, 2021; Hosseini et al., 2016).

We adopt Martin-Breen and Anderies (2011), who distinguishes three sub-types of
resilience: (1) Engineering Resilience (which maintains both construction and
function through rigorous design); (2) Systems Resilience (which preserves function
while adapting construction (e.g., using backup systems)); (3) Complex Adaptive
Systems (CAS) Resilience (whichenables changes in both function and construction,
by empowering autonomy and mastery). For cyber resilience all three sub-types are
relevant, whereas traditional cyber resilience frameworks incorporate only the first

two types of resilience.
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3.2 Cyber Resilience

Digital transformation has made cyber resilience critical for all organizational
stakeholders (Caon et al., 2025). This urgency stems from: (1) rising global cyber
incident frequency (Dupont et al., 2023); (2) increasing threats to business continuity
(Eling et al., 2021); (3) expanding global and regional regulations (Chiara, 2022; IMF,
2024; Tasheva & Kunkel, 2022; The World Bank, 2023; Vostoupal et al., 2023),
which now address cyber resilience across product life-cycles and supply chains; and
(4) the evolution of security, from physical, infrastructure, operational, information
security to cybersecurity into cyber resilience at the overlap of enterprise risk
management and business continuity (Eling et al.,, 2021; Linkov & Kott, 2019;
Munusamy & Khodadi, 2023; Tzavara & Vassiliadis, 2024). Cyber resilience involves
managing the complexity of socio-technical and cyber-physical systems, particulatly
the dynamic interplay between human and machine (Alrumaih et al., 2023; Belinski
et al., 2020; Dupont et al., 2023), aimed to uphold business continuity by addressing
the organization and its environment (Eling et al., 2021).

3.3 Cyber Resilience Frameworks

Traditional cyber resilience frameworks aim to identify risks and mitigate their
negative impact on people, processes, and technology by using Engineering and
Systems Resilience to absorb (internal and external) disruptions and restore original
functions (Bharathy & McShane, 2014; Hosseini et al., 2016; Ruiz-Martin et al.,
2018). However, risk events are inherently unpredictable, subjective, and too
numerous to manage comprehensively (Aven, 2015a; 2018; Derbyshire & Wright,
2014; Eling et al., 2021; Fjaeran & Aven, 2021) due to nonlinear dynamic behavior
(Boeing, 2016; Lorenz, 1963), knowledge gaps (Heylighen, 2002; Raviv et al., 2022),
and black swan events that liec beyond current imagination (Thekdi & Aven, 2024).
This means tisk events are in the chaotic and complex ("unknown unknown")
domain. According to the law of requisite variety (W. R. Ashby, 1958; Beer, 1974),
the vast variety of risk events to be absorbed in our hyper-connected, nonlinear
dynamic reality, renders traditional risk management approaches and frameworks

impractical, resource-intensive, and fundamentally non-viable.
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CAS Resilience introduces a proactive dimension to cyber resilience. By increasing
internal variety through the adaptation of function and structure it empowers
organizations to seize new opportunities and deliver greater value (Axenie et al,,
2024; Martin-Breen & Anderies, 2011). It leverages the adaptive cycle of
exploitation, conservation, release, reorganization and exploration, driving
continuous evolution (Walker et al., 2004; Sundstrom & Allen, 2019). Proactive risk
management enables organizations to identify and capitalize on upside risks (Aven,
2015b; Florea & Florea, 2016). By maximizing the frequency of exploitation and
exploration cycles organizations can better handle the "unknown unknowns",

thereby fostering antifragility.
34 Antifragility

Antifragility, introduced by Taleb (2012), goes beyond resilience by enabling systems
to thrive in unpredictable environments and creating value in new realities (Adobor,
2024; Sagala & Ori, 2024). Tt optimizes conditions to trigger CAS Resilience,
enabling organizations to adapt and capitalize on unforeseen events through learning
(Axenie et al., 2024; Johnson & Gheorghe, 2013). Antifragility ensures organizations
remain relevant to stakeholders by adapting their value propositions and internal
structures (Adobor & Kudonoo, 2025; Parmar et al., 2010; Spitz & Desbiey, 2025).
Given the dynamic internal and external contexts organizations operate in, cyber
resilience must integrate antifragility to address the unexpected and sustain business

continuity.
3.5 Sensemaking

Because of the continuous change in and around organizations, sensemaking is
essential for building resilience (Bennett & Lemoine, 2014; Weick et al., 2005).
Sensemaking is the process of interpreting reality between subjective and objective
perspectives (Mukumbang et al., 2023; Mutch, 2010). Sensemaking guides decision-
making in ambiguous contexts, helping organizations navigate uncertainty and adapt
their actions effectively (Snowden, 2005; Thompson, 1995; Weick, 1995). It enables
organizations to achieve sustainable competitive advantages through organizational
learning and by creating, acquiring and integrating knowledge (Alashwal et al., 2017;
Al-Shehab et al., 2005).
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3.6 Organizational Learning

Managing uncertainty is the core objective of enterprise risk management, business
continuity management, and cyber resilience. To achieve this, organizational learning
must be embedded in cyber resilience from the boardroom down to the operational
level (Dupont et al., 2023; Park et al., 2013). This process relies on continuous
sensemaking by translating observations into actionable strategies and leveraging
feedback loops to foster flexibility, improvement, and self-healing (Argyris & Schén,
1978; Huang et al., 2022; Nonaka & Takeuchi, 1995).

Organizational learning operates in two complementary domains: (1) empirical
realism, where knowledge is treated as objective, and (2) social constructivism, where
shared understanding emerges through interaction (Brons Kringelum & Brix, 2021).
For a cyber resilience maturity model to be effective it must address both the
knowledge itself and the social interactions required to create collectively understood
knowledge and integrate it across the organization (Belinski et al., 2020; Raviv et al.,
2022).

3.7 Maturity Models

Maturity models are ubiquitous across business and academia, numbering in the
hundreds (Becker et al., 2009a; Monteiro & Maciel, 2020; Wendler, 2012). Maturity
Models serve as a structured approach to sensemaking and as a knowledge artifact
and they aid practitioners, expert groups, and scholars in achieving excellence,
fostering collective expertise, and developing theories (Buckle, 2018; Oltra-
Rodriguez et al., 2025). They define discrete maturity levels that represent qualitative
and quantitative stages of progression for a defined class of objects, e.g., increasing
organizational capability within a specific context (Becker et al., 2009a; Lasrado,
2018; Wendler, 2012).

Maturity models typically include: [a] levels (usually 3-6), [b] descriptions of each
level, [c] number of dimensions, [d] factors for each dimension, and [e] performance
descriptions for activities/elements at each level (Becker et al., 2009a). They are
constructed as either staged fixed-level models, continuous fixed-level models, focus
area models, or set-theoretic approach for maturity models (Monteiro & Maciel,
2020; Adekunle et al., 2022). As summarized by Lasrado (2018, p. 23): "[maturity
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assessment models| represent theories about how organizational capabilities evolve

in a stage-by-stage manner along an anticipated, desired, or logical maturation path”.

At their core, maturity models assume that a desired future state
(normative/presctiptive) can be achieved by effectively applying knowledge and
following identified improvement steps from the current state (descriptive)
(Kazanjian & Drazin, 1989; Pullen, 2007; Solli-Sether & Gottschalk, 2010). In this
way, they aim to support organizational development, process improvement, and
benchmarking (internal or external) of the object under study. However, their
effectiveness and ability to fulfill their intended purpose remain contentious
(Adekunle et al, 2022; Buckle, 2018). Critiques often highlight challenges in
generalization and validation, particularly in VUCA contexts (i.e., wicked problem)
where rigor in design and validation is difficult to achieve (Adekunle et al., 2022;
Becker et al., 2009b).

3.8 Conceptual Model
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Figure 1: Conceptual model

Navigating within VUCA environments constitutes a wicked socio-technical
problem that necessitates a deep understanding of the dynamic interplay between
humans, machines, and their broader environment. Before formulating specific
design guidelines it is essential to synthesize the theoretical foundations into a
coherent structure that encompasses both the problem and solution spaces.
Through the iterative exploration of these spaces during the diagnosis phase we

developed a conceptual model (Figure 1) incorporating the core constructs
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previously discussed. This model serves as a logical bridge to the design process: it
informs the design goals and design principles of the proposed Cyber Resilience
Maturity Model (CRMM) and establishes the foundation for the subsequent design

objectives and requirements phase.
4 Design Goals and Principles

To answer our research question during the diagnosis phase we elicited the relevant
constructs as part of a conceptual model (Figure 1, Section 3) of the problem and
solution space. During the design objectives and requirements phase we formulate two
design goals as design objective (Table 1), and 12 actionable design principles as
requirements (Table 2) following the prescribed syntax.

41 Design Goals

Business continuity is not only about sustaining operations but also about
maintaining relevance to all stakeholders. In complex environments static stability
leads to obsolescence. Thus, organizations must dynamically adjust to preserve their
relevance (e.g., Eling et al., 2021; Reeder and Hall, 2021; Saced et al., 2023; Snowden,
2005). This we capture in Design Goal 01 (DG 01).

Reactive adaptation alone is insufficient for long-term survival. Organizations must
convert volatility into value to remain relevant. In a context of continuous chaos the
capacity to derive value from disorder requires antifragile behavior (e.g., Adobor,
2024; Axenie et al., 2024; Johnson and Gheorghe, 2013; Sagala and Ori, 2024). To
stipulate this we formulated Design Goal 02 (DG 02).

Table 1: Design Goals

Support organizations in staying relevant for all stakeholders by adapting to change to
ensure business continuity.

e.g., Eling et al,, 2021; Reeder and Hall, 2021; Saeed et al., 2023; Snowden, 2005

Support organizations in achieving antifragile behavior: to derive business value from
the continuous chaos in and around them.

e.g., Adobor, 2024; Axenie et al., 2024; Johnson and Gheorghe, 2013, Sagala and

Ori, 2024
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4.2 Design Principles

Design principles on supporting the user to envision how to uphold business

continuity

Cyber resilience, just like cyber security and risk management, aims to preserve
business continuity. This is why the first design principles are generic, defining the
general function of the CRMM. Business continuity relies on managing known risks
("known unknowns", DP 01) while acknowledging the boundaries of our knowledge
("unknown unknowns", DP 02) (e.g., S. Ashby et al., 2018; Metcalf et al., 2021;
Snowden, 2005; Spitz and Desbiey, 2025; Taleb, 2012; Weick et al., 2005). These
domains contrast with the baseline of "known knowns". By recognizing the limits
of what we know we mitigate the fragility that arises from false certainty. Upholding
business continuity starts with preparing the organization to deal with these two
domains. How the risks can be identified and converted into action is addressed in

more detail in the other design principles.
Design principles on supporting the user in conserving the current situation

One way to maintain business continuity is to preserve the current situation.
Engineering Resilience, Systems Resilience, and standard risk management
frameworks (including cybersecurity) focus on identifying risks (DP 03) and
protecting against negative impacts (DP 04) (e.g., Aven, 2018; Dupont et al., 2023;
Eling et al., 2021; Florea and Florea, 2016; Mizrak, 2023). This approach aims to

attenuate variety and aligns with the conservation phase of the adaptive cycle.
Design principles on supporting the user in improving the current situation

Value creation requires mechanisms for exploration, reorganization, and the
exploitation phases of the adaptive cycle. This involves exploring upside risk and
opportunities (DP 05) and capitalizing on them (DP 06), amplifying variety to enable
Complex Adaptive Systems (CAS) Resilience (e.g., Adobor and Kudonoo, 2025;
Sundstrom and Allen, 2019; Walker et al., 2004).
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Design principles on supporting the user in improving sensemaking

Central to all design principles is the requirement for user agency and emancipation,
specifically empowering individuals to determine their actions (DP 07) (e.g., Bennett
and Lemoine, 2014; Mutch, 2010; Weick et al., 2005). However, in socially
interconnected organizations individual agency must align with coordinated
collaboration (DP 08) (e.g., Dupont et al., 2023; Snowden, 2005; Thompson, 1995).
Through collective coordination, organizations can intentionally reshape their
context (DP 09), enabling double-loop organizational learning and structural
adaptation (e.g., Adekunle et al., 2022; Brons Kringelum and Brix, 2021; Lasrado,
2018).

Design principles on supporting the user in improving learning

Learning includes an increased understanding of the interplay between objective
reality (empirical realism) and inter-subjective reality (social constructivism). These
perspectives define the scope of both the individual uset’s practice of personal
mastery (DP 10) (e.g., Belinski et al., 2020; Brons Kringelum and Brix, 2021; Raviv
et al., 2022) as well as the team’s learning discipline (DP 11) (e.g, Belinski et al., 2020;
Brons Kringelum and Brix, 2021; Raviv et al., 2022).

Design principles on supporting the user in becoming antifragile

The cultivation of learning disciplines relies on the response to volatility. While
Engineering and Systems Resilience seek to resist shocks and CAS Resilience aims
to adapt, antifragility extends these capacities to gain value from disorder and stress.
Because novelty resides in the unknown, shielding individuals from exposure leads
to systemic fragility. Therefore, to transition from surviving to thriving, individuals
need support in their transition from acknowledging (DP 02) to actively embracing
exposure to the unknown (DP 12) (e.g., Beer, 1974; Sundstrom and Allen, 2019;
Taleb, 2012). This engagement with volatility generates learning signals, which
increase the opportunities of exploiting opportunities, and consequently securing the

upside of uncertainty.
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Table 2: Design Principles

Design principles on supporting the user to envision how to uphold business

continuity

Support individuals (actors) to determine how to prepare their organization (users) to

uphold business continuity (aim) when their organization is confronted with known
unknown events (context).

e.g, 8. Ashby et al,, 2018; Metcalf et al., 2021; Snowden, 2005; Weick et al., 2005
Support individuals (actors) to determine how to prepare their organization (actors) to
uphold business continuity (aim) when their organization is confronted with unknown

unknown events (context).
e.g., Metcalf et al., 2021, Snowden, 2005; Spitz and Desbiey, 2025; Taleb, 2012

Design principles on supporting the user in conserving the cutrent situation

Support individuals (actors) to uphold business continuity by identifying downside
risks, also known as known threats, (aim) of their organization (user).
e.g, Aven, 2018; Dupont et al., 2023; Florea and Florea, 2016
Support individuals (actors) to limit the negative impact of materialized threats, also
known as risk events, on people, process and technology (aim) of their organization
(user).
e.g., Eling et al, 2021; Mizrak, 2023

Design principles on supporting the user in improving the current situation

Support individuals (actors) to uphold business continuity by identifying upside risks,
also known as known opportunities, (aim) of their organization (user).
e.g., Sundstrom and Allen, 2019; Walker et al., 2004
Support individuals (actors) in exploiting opportunities, as changing the function and
construction of a system to optimize the value proposition in a new reality (aim), in
their organization (user).
e.8., Adobor and Kudonoo, 2025, Sundstrom and Allen, 2019; Walker et al., 2004

Design principles on supporting the user in improving sensemaking

Support individuals (actor, user) in their sensemaking to determine their next action
(aim).
e.g., Bennett and Lemoine, 2014; Mutch, 2010; Weick et al., 2005
Support individuals (actors) in their sensemaking to determine their next action (aim) as
part of their organization (user).
e.g., Dupont et al., 2023; Snowden, 2005; Thompson, 1995
Support individuals (actors) to determine the growth-path from the current state to a
desired state (aim) of their organization (user).

e.g., Adekunte et al., 2022; Brons Kringelum and Brix, 2021, Lasrado, 2018

Design principles on supporting the user in improving learning

Support individuals (actor, users) in their learning (aim) from an empirical realist and a
social constructivist viewpoint (mechanism).

e.g., Belinski et al., 2020; Brons Kringelum and Brix, 2021; Ravip et al., 2022
Support individuals (actors) as patt of the group (user), in their organizational learning
(aim) from an empirical realist and a social constructivist viewpoint (mechanism).
e.., Belinski et al., 2020; Brons Kringelum and Brix, 2021; Ravip et al., 2022

Design principles on supporting the user in becoming antifragile

Support individuals (actors) as part of an organization (user) in embracing exposure to
the unknown to increase the possibilities of exploiting opportunities and learning (aim).
e.g., Beer, 1974; Sundstrom and Allen, 2019; Taleb, 2012




E.A. Boties et al.: Applying Antifragility in Design Principles for a Cyber Resilience Maturity Model 399

Collectively these design principles address the reduction of fragility (by
acknowledging the unknown), the improvement of resilience (by limiting the impact
of the unknown), adaption (by navigating the unknown) and the achievement of

antifragility (feeding on the unknown); these are summarized below in Table 2.
5 Conclusion, Discussion, and Future Research

Stakeholders in the cyber resilience domain require a sensemaking artifact to
navigate complexity. Existing frameworks and models in cyber resilience and related
fields (such as risk management and cybersecurity) focus primarily on risk prediction
and mitigation, but they often overlook organizational learning and value creation.
Consequently, these frameworks and models fail to foster antifragility, as they do
not account for the potential to grow from disruptions. This mismatch leaves
stakeholders ill-equipped to address the VUCA nature of their environments. This
requires new cyber resilience artifacts (e.g., maturity models) for which we proposed

design goals (Table 1) and design principles (Table 2) in our research.

The design goals and principles are intentionally generic to ensure a broad
applicability across domains such as cybersecurity, business continuity, risk
management, and enterprise governance. This high-level approach addresses a
common critique of specific knowledge artifacts (such as rigid risk processes) which
lose value when the organizational context shifts. By prioritizing generic principles
before building specific artifacts we ensure the model remains relevant across diverse
environments. This generic approach fits the statement variety eats variety from the
law of requisite variety (Figure 1). The design goals and design principles therefore
support the actors and users during their iterations of the adaptive cycle phases,
enabling them to absorb the shifting variety within both internal and external

organizational contexts.

The practical implication of this approach is that the model that results from the
suggested design principles should be agnostic to changes in the (shared) reality of
what individuals perceive as real and should even support these changes. The set of
design goals and principles also affects existing risk management and cybersecurity
frameworks since none of the existing frameworks meets all these requirements.
Therefore, these frameworks are fragile in the face of changes in context and changes

within the user and actors.
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A key limitation of our research is the lack of empirical validation. We have not yet
interviewed various experts and practitioners to validate the proposed design goals
and principles. In future research we will attempt to validate the design goals and
principles with experts. Additionally we will continue our literature review to catalog
relevant cyber resilience frameworks in an open database, combined with insights
into their coverage of our proposed design principles. Furthermore we seek to foster
collaboration on this database among researchers and practitioners in the cyber
security and risk management domains with the goal of creating a validated dataset

and an openly available body of knowledge. Concurrently, we will develop a new
Cyber Resilience Maturity Model (CRMM) to validate the operationalization of the
validated design principles.
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