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Cyber resilience is conceptualized as a socio-technical form of 
risk management aimed at mitigating the business impact of both 
foreseen and unforeseen disruptions. While traditional 
cybersecurity overlaps with this domain, true resilience requires 
more than mere impact reduction; organizations must extract 
strategic value from the unknown, a state characterized as 
antifragility. Organizational learning serves as the fundamental 
mechanism for fostering this antifragile posture. This PhD 
research project proposes the development of a Cyber Resilience 
Maturity Model (CRMM) designed to facilitate organizational 
learning and enable firms to gain value from uncertainty. 
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1 Introduction 
 
Modern society is characterized by the seamless integration of organizations and 
individuals within a complex network of information and processes, creating an 
environment defined by volatility, uncertainty, complexity, and ambiguity (VUCA) 
(Bennett & Lemoine, 2014). Disruptions within a value chain result in significant 
impact at global, national, and individual levels. A series of events has contributed 
to the creation of multiple stringent legislative frameworks, e.g., NIS2, RED, CRA, 
DORA, PLR, and the MDR (Reeder & Hall, 2021; Tasheva & Kunkel, 2022), each 
of which prescribes the application of (existing) risk management and cyber security 
controls and practices. 
 
Virtually all enterprise risk management and cyber security frameworks incorporate 
the fundamental steps of identification, treatment and monitoring of possible threats 
(Diefenbach et al., 2019). However, this approach often proves insufficient due to 
the inherent unpredictability of an organization’s internal and external contexts, 
which cannot be adequately addressed through deterministic checklists (Aven, 2015; 
Boeing, 2016; Metcalf et al., 2021). In addition, risk management and cyber security 
traditionally start by identifying value, followed by managing the protection of this 
value. Security is achieved when expectations regarding a specific value overlap with 
actual observations (Huang et al., 2010; Schneier, 2008). Hence, the security of value 
is dynamic in a VUCA context, as is the value itself (Van Gils, 2023), rendering 
investments to secure value essentially unfalsifiable (Herley, 2016). 
 
The primary goal of both risk management and cybersecurity is to ensure business 
continuity. Both disciplines encompass the organization and its environment, where 
the scope of causality is dominated by the interplay between human and machine, 
also addressed as ’cyber’. These commonalities lead to the unification of risk 
management and cyber security into cyber resilience (Eling et al., 2021; Linkov & 
Kott, 2019). 
 
2 Problem definition 
 
Where traditional approaches focus on managing potential threats (the "known 
unknown"), cyber resilience needs to address the "unknown unknown" (Aven, 
2017). Recognizing that our reality is inherently unpredictable, Taleb (2012) coined 
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the term antifragile as the antithesis of fragile. Whereas fragility leads to diminished 
value caused by stress, antifragility leads to enhanced value caused by stress, and is 
therefore closely aligned with resilience (e.g., Axenie et al., 2024).  
 
Martin-Breen and Anderies (2011) distinguish three subtypes of resilience within the 
literature. First, Engineering Resilience where the function (what) and the 
construction (how) are well engineered to uphold the continuity of value delivery. 
Second, Systems Resilience where the construction can alter, to uphold the function 
to deliver value. Finally, Complex Adaptive Systems (CAS) Resilience where the 
function and construction both can be altered to deliver a more suitable value. The 
concept of antifragility extends beyond these forms of resilience (Hillson, 2023), by 
optimizing the conditions for CAS Resilience while simultaneously integrating the 
two other subtypes of resilience to mitigate fragility toward "known" and "known 
unknown" events. Although various studies have investigated the requirements for 
achieving antifragility (e.g., Adobor and Kudonoo, 2025; Axenie et al., 2024; Botjes 
et al., 2021), none have yet been incorporated into cyber resilience guidance, such as 
a framework or maturity model.  
 
Maturity models are a popular tool for guiding organizational management (van 
Looy et al., 2017). These models define discrete maturity levels for specific classes 
of objects, representing qualitative and/or quantitative stages of capability (Becker 
et al., 2009). By evaluating the current state, these models provide insights into 
progress and provide insights used to create roadmaps for transitioning from the 
present to a desired future state. Maturity models are widely used as sensemaking 
tools, across hundreds of disciplines in both business and academia (Adekunle et al., 
2022).  
 
While existing Cyber Resilience Maturity Models (CRMMs) offer valuable guidance, 
such as roadmapping, they often overlook two critical concepts. Firstly, the concept 
of antifragility as the capacity to not only withstand disruptions, but to gain value 
from them, thereby optimizing resilience. Secondly, the concept of the learning 
organization, which emphasizes fostering a culture that advances in resilience 
maturity, and prepares for unknown challenges. These omissions limit the 
effectiveness of CRMMs in addressing the dynamic and evolving nature of both 
internal and external organizational contexts.  
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Critiques on maturity models, and knowledge artifacts in general, often center on 
the lack of replication regarding causal relationships (Adekunle et al., 2022; Gräubig 
& Bley, 2023; Monteiro & Maciel, 2020) and the subjective perspective in 
sensemaking, namely, the notion that what is unknown cannot be observed (Aven, 
2015; Lasrado, 2018; Uppström, 2017; Vom Brocke et al., 2020). These two points 
of critique are fundamentally rooted in the volatile, uncertain, complex, and 
ambiguous (VUCA) nature of both internal and external organizational contexts. 
This research systematically accounts for these concerns within its methodology. 
 
Our research objective is to address the following central research question: How can 
organizations exploit a chaotic context to generate more business value? We formulated the 
following research questions;  
 
RQ1: What is a Cyber Resilience Maturity Model (CRMM) that adequately addresses the 
exploitation of unforeseen events? 
 
RQ2: How does the (extended) Cyber Resilience Maturity Model (CRMM) offer guidance and 
value when applied by organizations? 
 
RQ3: What are the key lessons learned from the application of the Cyber Resilience Maturity 
Model (CRMM) and how can these lessons be incorporated into a refined version of the CRMM? 
 
Upon answering these questions, this PhD research will deliver a validated Cyber 
Resilience Maturity Model (CRMM) designed to facilitate organizational learning in 
the face of chaos. This novel framework transcends traditional, static risk 
management approaches by providing a pathway for organizations to navigate 
‘unknown unknowns’. Ultimately, this research will demonstrate that by embracing 
antifragile behavior and enabling organizational learning, organizations can do more 
than merely withstand disruptions; they can actively gain value from exposure to the 
‘unknown unknowns’. 
 
3 Methodology 
 
Embarking onto research of cyber resilience implies an inquiry in the socio-technical 
domain, which presents significant challenges regarding generalization and 
replication (Kaleliglu, 2021; Pyle, 2023; Stevenson, 2023). Replication is essential to 
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prove the causal relationship between actions and results. The lack of research on 
the causality between actions and results is a central critique on maturity models 
(Monteiro & Maciel, 2020). 
 
Critical realism as a research lens offers a way to address socio-technical reality while 
accounting for the replication crisis and the generalization challenge (Edwards et al., 
2014; Tsang & Kwan, 1999; Uppström, 2017). Critical realism maintains that an 
objective reality exists independently of our subjective observations; consequently, 
retroduction is applied to uncover underlying, unobservable structures. 
 
In line with this perspective, and respecting the ‘wicked’ nature of the problem 
domain, we apply iterative Design Science Research (DSR), by integrating the eADR 
(Mullarkey & Hevner, 2019) and the eDSR (Tuunanen et al., 2024) into five phases: 
(1) Diagnosis, (2) Design Objectives and Requirements, (3) Design and 
Development, (4) Implementation, and (5) Evolution. Each phase follows five steps: 
(a) Problem Formulation, (b) Artifact Creation, (c) Evaluation, (d) Reflection, and 
(e) Formalization of Learning (Figure 1). The aim of this approach is to optimize 
learning during the research and deliver intermediate (small) knowledge artifacts to 
be validated and reused (Hevner et al., 2024; Maedche et al., 2024). 
 

 
 

Figure 1: Applied research method based on eADR (Mullarkey & Hevner, 2019) and on eDSR 
(Tuunanen et al., 2024) 
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We embrace open science (UNESCO & Canadian National Commission for 
UNESCO, 2022) and the FAIR-principles (Wilkinson et al., 2016) in support of 
replicability, independence, precision, and falsifiability (Recker, 2021). Therefore, 
our research infrastructure (Botjes et al., 2026b) consists out of primarily open-
source tooling for each of the four phases from the open science framework: search 
and discover, design study, collect and diagnose data, and publish reports (Open 
Science Collaboration, 2015). 
 
4 Preliminary/Expected results 
 
During our iterations in and between the diagnosis phase and the design objectives and 
requirements phase (Figure 1), we formalized CRMM design goals and design principles 
based on relevant constructs and kernel theories. These form requirements for a 
CRMM that are used for the iterations of the design and development phase. In multiple 
iterations, in which we searched in literature and among experts, we were unable to 
find an existing CRMM (related) framework (Botjes et al., 2026a) which adheres to 
the formulated design goals and principles.  
 
The focus of existing frameworks is on keeping the status quo, by determining the 
variety of the external context and to dampen it for the internal context. Our current 
objective for the next iterations of the design and development phase is how to capture 
these observations in a rigorous way to be replicated by others. Key challenges in 
achieving this include a lack of clear documentation on how the identified 
frameworks were constructed, and few experts are available to validate our 
observations for multiple frameworks. 
 
Currently we are running various experimental iterations of the design and development 
phase to determine the viability of extending existing CRMM (related) frameworks. 
We do this together with masters students at multiple universities to determine the 
viability of extending existing models to adhere to the requirements from the design 
objectives and requirements phase. If not, the conclusion will be that it is inevitable to 
create a new CRMM that adheres to the requirements (caputered as design goals and 
design principles) and is grounded in the academic knowledge base. 
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In support of the evaluation step in the design and development phase and future replication 
iterations of this phase, we created an open data set of existing frameworks for cyber 
resilience practitioners to collaborate on. 
 
5 Future development 
 
Based on our analysis in the diagnosis phase and on the preliminary requirements being 
the design goals and principles as deliverable from the design objective and requirements 
phase we are currently of the opinion that it will probably not be viable to alter 
existing CRMM (related) frameworks, to cover all the formulated requirements. The 
existing frameworks are focused on not only minimizing the impact, but also focused 
on a specific expert domain, and thus not designed to offer guidance to non-experts. 
Extending existing frameworks to cover as many as possible of the CRMM 
requirements has the upside of utilizing the current adoption in the field by experts 
and practitioners of these frameworks. This will improve the existing resilience of 
organizations, which in itself adds to the purpose of business continuity. 

We hence foresee the need for creating a new CRMM which enables decision-
makers of varying experience and backgrounds, to make sense of their current 
domain and envision future steps to evolve towards antifragility. This might also 
imply adopting language in the CRMM that resonates well with practitioners, to 
encourage adoption and application. Therefore, the research might need to deliver 
multiple models where one is the core model, which adheres to a high level of 
scientific rigor, and other models which are derivatives of the core model that are 
tailored to relevant domains in practice. 
 
We also anticipate a challenge in shifting the mental models of current practitioners. 
For instance, many risk managers are conditioned, or primed, to associate risk solely 
with negative outcomes. As a result, even if risk management is defined to inlcude 
opportunities, as in ISO 31000, this may not automatically translate into the 
integration of opportunity management within the actual risk management practices. 
This is an example of the tension between scientific rigor, and model adoption and 
application. 
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Therefore, the design and development phase will deliver multiple models, of which each 
will have their own evaluation step for validation. We will select multiple models (at 
least three) from the design and development phase to enter the implementation phase. In 
this phase we will apply each model in multiple groups, to measure the perceived 
value to reach the defined design goals. 
 
As the proposed design goals and principles do not prescribe specific sectors or 
criteria for applying the CRMM to improve maturity in resilience, we will favor a 
randomized approach for group selection model application. The model(s) will be 
evaluated on their perceived overall value, their contribution to the design goals, 
their coverage of the design principles, and the frequency of learning that is 
supported. The outcomes of the formulation of learning steps of the various 
iterations over the implementation phase, will be used as input to the evolution phase 
looping back to the diagnosis phase for re-evaluation of the problem and solution 
domain. 
 
During our research for a CRMM, which enables organizations to move towards 
antifragility, we will provide various validated building blocks to add to the design 
knowledge on how to achieve antifragility as an organization to uphold business 
continuity in a VUCA context. 
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