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The rapid integration of Artificial Intelligence (Al) into higher
education poses significant challenges for institutional
management and sustainable governance. This paper examines
the ongoing Al transformation by exploring three primary
dimensions: student Al literacy, ethical perceptions of academic
integrity, and the psychological impacts of technology adoption.
Employing a Systematic Literature Review (SLR) that strictly
follows PRISMA guidelines, this study systematically reviews 42
recent peet-reviewed articles from the Scopus database, extracts
12 core studies, and maps the multifaceted effects of generative
tools such as ChatGPT, Copilot, and Gemini. The findings reveal
a critical “illusion of competence”, where students’ technical
proficiency significantly outpaces their critical evaluation skills.
The lack of clear institutional directives exacerbates unintentional
academic over-reliance and blurs ethical boundaries. The review
highlights a rising phenomenon of algorithmic anxiety, primarily
driven by the deployment of unreliable Al content-detection
systems that undermine the student-educator trust dynamic. This
research also underscores the necessity for universities to
transition from restrictive policies to comprehensive educational
frameworks, ensuring the responsible use of generative
technologies while safeguarding students’ cognitive development
and mental well-being.
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1 Introduction

The rapid integration of Artificial Intelligence (Al) into the higher education sector
has initiated a profound digital transformation, fundamentally altering traditional
academic practices. Generative Al tools, such as ChatGPT, Copilot, and Gemini,
are increasingly utilized by students and educators alike, presenting both
unprecedented opportunities and significant challenges for institutional
management. Recent studies emphasize that Al can customize learning experiences,
streamline administrative processes, and improve student productivity (Mwakalinga
& Mabilika, 2025; Vanécek et al., 2025). This shift toward highly interactive
technological engagement mirrors the paradigm shifts observed in digital
environments, such as the metaverse, where user perceptions and immersive
participation have fundamentally redefined traditional boundaries (Szeberényi et al.,
2025). Just as users navigate new forms of interaction in virtual spaces, students are
adapting to an academic landscape heavily mediated by generative algorithms,
requiring institutions to reassess their readiness and governance frameworks
(Benayoune et al., 2020).

However, this rapid technological adoption simultaneously introduces complexities
regarding student literacy, ethical perceptions, and academic integrity. Research
indicates that while Al offers substantial benefits, excessive dependence on these
systems can diminish essential cognitive skills, such as independent problem-solving
and critical thinking (Abubakar et al., 2025). This over-reliance often leads to a
superficial engagement with learning materials, raising significant ethical concerns
about academic dishonesty and the blurring of authorship lines. As Maleki (2026)
points out, the age of artificial intelligence requires a complete rethinking of ethical
academic integrity ecosystems, moving beyond mere policy enforcement to cultivate

genuine academic honesty.

A critical, often-overlooked dimension of this rapid digital shift is its psychological
impact on the student body. The pressure to master emerging Al tools, coupled with
uncertainties surrounding the ethical boundaries of their use, has led to rising levels
of academic and technology-induced anxiety. The emotional dimension of
technology adoption is complex; while some evidence suggests that moderate Al use
can alleviate academic stress by providing immediate learning support (Ajlouni et al.,

2025), the broader transition often triggers anxiety about performance expectations
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and the fear of accidental plagiarism (Budhathoki et al.,, 2024). Furthermore, the
implementation of unreliable Al content detectors has introduced new sources of
stress, as students navigate the unpredictable nature of these evaluation tools (Hadra
et al., 20206). Students frequently expetience distress over maintaining a competitive
edge in a rapidly shifting landscape, which complicates their relationships with these

generative platforms.

The disparity between students' technical proficiency and ethical understanding
remains a pressing issue. A lack of clear institutional policies exacerbates these ethical
dilemmas, leaving students without proper guidance. Gonsalves (2026) notes that
students often fall into a “transparency trap”, where the seamless output of
generative Al increases their interpretive cognitive load, making it difficult to
distinguish between authentic learning and automated assistance. It is essential to
understand these varied attitudes and psychological responses to develop well-
balanced regulations that encourage the advantageous use of Al while mitigating the
risk of abuse.

This paper examines the Al transformation through the dual lens of usage patterns
and ethical risk awareness, integrating the variables of academic stress and student
literacy. By addressing the significant gap between technical capabilities and ethical
understanding, this study aims to lay the foundation for developing sustainable
management strategies. These strategies are crucial for aligning technological
innovation with ethical standards and student well-being, ensuring long-term

institutional adaptation in the digital era.
2 Literature Review

This section provides a comprehensive synthesis of the most recent academic
discourse surrounding the integration of generative Al in higher education. To
contextualize the multifaceted impact of these technologies on the student body, the
review is structured around three primary dimensions: the evolution of Al literacy,

ethical complexity, and psychological implications.
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2.1 The concept of Al literacy and student adaptation

The introduction of generative algorithms has necessitated a fundamental
reevaluation of digital literacy within academic settings. Chen et al. (2025) define Al
literacy not merely as the technical capability to operate these platforms, but as a
critical mindset essential for contextualizing and validating outputs. Although a
significant majority of students actively use these systems for brainstorming and
drafting, their critical approach to generated content remains highly inconsistent.
Gonsalves (2026) describes this phenomenon as the , transparency trap”, noting that
the fluency of technology-generated texts increases students' interpretive cognitive
load. If students cannot adequately filter grammatically perfect but factually

inaccurate outputs, the learning process is severely compromised.

Ngo (2023) emphasizes that Al literacy must be explicitly integrated into academic
curricula to prevent the passive consumption of generated information. Aligning
with this perspective, Perdana et al. (2020) argue that education must shift from a
model of automation to one of augmentation, where artificial intelligence
supplements rather than replaces cognitive effort. Similarly, immersive user
interactions in the metaverse demand a higher, more complex level of cognitive
engagement and adaptability from users (Szeberényi et al., 2025), and students in the
educational space must develop an interactive, highly reflective relationship with Al
tools. Stratton-Maher and Kelly (2026) support this stance, suggesting that future
educational strategies should prioritize ,,learning with AI" rather than "learning from
AL”

2.2 Ethical perceptions and the risk of over-reliance

One of the most intensely debated topics in contemporary literature is the ethical
ambiguity surrounding algorithmic assistance. Abubakar et al. (2025) examine in
detail the phenomenon of over-reliance, in which students replace independent
analytical thinking with automated responses. This practice not only reduces
cognitive engagement but also normalizes academic shortcuts, frequently leading to

unintentional plagiarism.
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In a global context, Guadu et al. (2026) highlight that maintaining academic integrity
faces particular obstacles in institutions where regulatory frameworks cannot keep
pace with rapid technological advancements. When curricula lack specific guidelines
for human-machine collaboration, ethical boundaries immediately blur. Uygun
(2026) identifies the phenomenon of ,,clashing Als”, where students use multiple
different systems for writing, translating, and correcting, completely losing control
over their own authorship. This fragmented tool usage reveals that subjective ethical
norms often develop at the individual level due to significant institutional

shortcomings.
2.3 The psychological dimension: Technostress and algorithmic anxiety

The psychological dimension of integrating artificial intelligence into education
extends well beyond mere adaptation, emerging as a deep form of academic anxiety.
This modern technostress is exacerbated by the extreme opacity of generative
algorithms, which Bearman and Ajjawi (2023) describe as pedagogical black boxes.
These systems provide immediate outputs without revealing the complex, multi-
layered computational logic or the specific data sources behind their conclusions.
This lack of epistemological transparency means students cannot evaluate how an
Al arrived at a specific answer, forcing them to either blindly trust the machine or

question every generated sentence.

When students do not understand the operational mechanics, hidden biases, or the
exact limitations of the tools they use, their background anxiety rises significantly.
This anxiety manifests as a continuous cognitive dissonance: the pressure to utilize
Al for maximum efficiency clashes directly with the constant fear of algorithmic
hallucinations and unverified information. Students exist in a persistent state of
uncertainty, never fully confident that their Al-assisted work meets acceptable
academic standards or thatitis free of hidden errors that could negatively affect their

academic performance later.

Recent research sheds light on a specific form of algorithmic anxiety generated
directly by institutional controls. Numerous universities have introduced Al text-
detection software; however, Hadra et al. (2026) and Perkins et al. (2024)
demonstrate that these systems exhibit exceptionally high false-positive rates. The

use of unreliable detectors instills constant fear, even among honest students who
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submit entirely original work. Kirsanov et al. (2026) warn that excessive surveillance
only prompts students to hide their use of the technology, leading them to adopt
more advanced, deceptive methods rather than integrating the technology
transparently. This atmosphere of distrust undermines the student-educator

relationship, fostering a culture of monitoring rather than active mentoring and

support.
3 Methodology

The research employed a Systematic Literature Review (SLR) to map the impact of
generative Al integration in higher education. The methodology strictly followed the
PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses)

guidelines to ensure a transparent and reproducible research process.

Records identified from:
Databases (Scopus) (n = 1012)
Registers (n=0)

|

Records screened Records excluded
(n=1012) (n=867)
Full-text articles assessed Full-text articles excluded:
for eligibility + Irrelevant context or inadequate
(n=145) methodology (n= 103)

|

Studies included in final
qualitative synthesis
(n=42)

[ Included ] [ Eligibility ] [ Screening] [ Identification ]

Figure 1: PRISMA Flow Diagram
Source: Own edited figure, 2026

31 Research design and search strategy

To construct a comprehensive dataset of high-impact academic literature, an
extensive electronic search was conducted exclusively using the Scopus database.
Scopus was selected as the primary data source due to its broad and rigorous
indexing of highly ranked, peer-reviewed journals focusing on educational
technology, institutional management, and psychology. The search strategy utilized
a combination of Boolean operators applied to specific keywords within the titles,
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abstracts, and keywords of the indexed documents. This approach aimed to capture
the intersection of generative artificial intelligence adoption and its psychological or
ethical impacts within the higher education sector. To ensure thematic precision and
to directly apply the methodological inclusion criteria during the retrieval phase, the

following exact Advanced Search query was executed in Scopus:

TITLE-ABS-KEY (,,Artificial Intelligence” OR ,,Generative AI” OR ,,ChatGPT”
OR ,,Copilot” OR ,,Gemini” ) AND TITLE-ABS-KEY ( ,,higher education” OR
wuniversity” ) AND TITLE-ABS-KEY (,,student literacy” OR ,,academic integrity”
OR ,,technostress” OR ,algorithmic anxiety” ) AND PUBYEAR > 2021

This specific search string was constructed to ensure both methodological breadth
and thematic precision. The first set guarantees the inclusion of broad Al
terminology alongside the specific generative models central to this study. The
second set strictly isolates the higher education context, while the third set captures
the exact psychological and ethical variables under investigation. Executing this
broad query resulted in the initial identification of 1,012 records, which were
subsequently subjected to the strict inclusion and exclusion criteria outlined in the

screening phase.
3.2 Inclusion and exclusion criteria

To maintain the validity and relevance of the synthesized data, rigorous parameters
were established for the selection of articles. The screening process evaluated studies
based on publication date, document type, and thematic alignment. Table 1 outlines
the strict parameters applied during the screening phase to ensure the literature
synthesis remains highly focused and methodologically sound.

Table 1: Inclusion and exclusion criteria

Criteria Inclusion Exclusion
Publication Period 2022 - 2026 Pre-2022
Document Type Peer-reviewed academic articles E;g;—r}s)eer—rewewed sources, white
Language English Non-English publications
. Generative Al use, academic General Al architecture, machine
Thematic Focus . . .
anxiety, ethics learning code

Soutce: Own edited table, 2026
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The temporal criterion (2022—2026) was specifically implemented to isolate the most
recent advancements in generative Al, intentionally excluding older literature that
predates the widespread availability of tools like ChatGPT, Copilot, and Gemini.
Typologically, the selection was restricted exclusively to peer-reviewed academic
articles to guarantee the highest level of scholatly rigor, thereby eliminating non-
verified sources such as white papers or opinion pieces. The focus was deliberately
narrowed to studies examining the exact intersection of generative Al adoption,
ethical perceptions, and psychological dimensions within the higher education
sector. Technical papers focusing purely on the backend programming or
algorithmic architecture of machine learning models were excluded, ensuring the
final dataset perfectly aligns with the educational and psychological objectives of this

research.
3.3 Data extraction and quality appraisal

Following the initial retrieval, duplicate records were removed, and the remaining
articles were screened by reviewing their titles and abstracts. Articles meeting the
initial criteria were then subjected to a full-text review. To ensure objective quality
appraisal and minimize selection bias, the inter-rater reliability of the included studies
was calculated using Cohen's Kappa coefficient. The formula applied to determine

the agreement level is:

o= et @
Where p, represents the relative observed agreement among reviewers, and
Pe indicates the hypothetical probability of chance agreement. A calculated value of
0.85 was achieved, indicating strong agreement in the selection process. The
extracted data from the final selection of articles was then categorized into thematic
clusters corresponding to the research questions, forming the basis for the

subsequent analytical sections.
4 Results

The systematic review of the 42 included articles revealed a complex,
multidimensional reality regarding the integration of generative Al in higher

education. It is important to note that the primary objective of this study is not to
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provide an exhaustive, sequential analysis of every included article. Rather, the
synthesis deliberately highlights the most essential and representative studies that
offer novel insights, critical perspectives, or significant conceptual advancements.
By extracting and synthesizing qualitative and quantitative data from this core
literature, three primary thematic clusters were identified: deep disparities in student
Al literacy, shifting paradigms and realities of academic integrity, and the measurable
psychological burden on the student body.

To provide a structured overview of the synthesized literature, Table 2 categorizes
the core studies extracted during the systematic review. The literature is grouped
according to the three primaty thematic clusters identified in the research: Student
Al Literacy and Adoption, Academic Integrity and Institutional Governance, and
Algorithmic Anxiety and Psychology. This matrix highlights the diverse
methodological approaches and key findings that underpin the subsequent analysis.

Table 2: Synthesis of the included literature

Tgleg;t:c A“tg‘lz(f) & Meté‘;’ifel:tgy / Key Findings Synthesized
Ch Identified the "illusion of competence"
en et al. . .
(2025) Empirical survey whqe operational ﬂuegcy* outpaces
critical content evaluation.
Highlighted that structured, guided Al
Student Al Ngo & Hastie | Pedagogical use is required to transform passive
Literacy & (2025) intervention consumption into independent problem-
Adoption solving.
Demonstrated varied international
Vanécek et al. International student attitudes towards Al integration
(2025) comparison and the need for holistic educational
adaptation.
Documented the "over-reliance"
Abubakar et al. | Cross-sectional phenomenon and how undefined
(2025) study institutional policies increase
unintentional academic dishonesty.
. . Revealed that a lack of institutional
Academic Benayoune et Policy analysis readiness and restrictive policies actively
ca P y
. al. (20206) (Oman) . . .
Integrity & hinder the ethical integration of Al tools.
Institutional Emphasized the necessity of updating
Governance Guadu et al. Conceptual academic integrity guidelines to
(20206) framework accommodate human-AlT collaboration in
diverse global contexts.
Ethical Proposed a complete rethinking of
Maleki (2026) framework ethical academic ecosystems, moving
analysis away from simple disciplinary measures.
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Thematic Author(s) & | Methodology / . g :
Cluster Year Context Key Findings Synthesized
Argued that generative Al disrupts
Eaton et al. Qualitative traditional definitions of authorship,
(2025) narratives necessitating new evaluation metrics in a
postplagiarism era.
Evaluated the efficacy of Al content
Perkins et al. Empirical detectors, demonstrating high false-
(2024) evaluation positive rates that induce algorithmic
anxiety and damage academic trust.
N Budhathoki et | Cross-country Linked the rapid adoption of ChatGPT
Algorithmic al. (2024) analvsis directly to technology-induced anxiety,
Anxiety & ) Y utilizing the UTAUT framework.
Psychology Ajlouni et al. Cross-sectional Measgred the correlation bercen the
(2025) stud high-intensity use of generative platforms
Y and elevated levels of academic stress.
Bearman & Conceptual Descr'llb cd A.I as pcdagogl.c?ll bl?d.(
Ajjawi (2023) analysis boxes" that increase cognitive friction
) and background anxiety among students.
Source: Own edited table, 2026
4.1 Illusion of competence and disparities in Al literacy

A recurring and significant finding across the synthesized literature is the sharp
divergence between students’ mechanical proficiency with Al tools and their
epistemological ability to validate the information generated. The data indicate an
overarching ,.illusion of competence”. While over 80% of students in recent global
surveys demonstrate high fluency in prompting platforms like ChatGPT, Copilot, or
Gemini for initial drafting and ideation, fewer than 30% regularly cross-reference

the algorithmic outputs with peer-reviewed, primary literature.

Chen et al. (2025) note that this operational reliance often circumvents essential
cognitive processes. Students frequently conflate the linguistic fluency of generative
models with factual accuracy, leading to a superficial engagement with the course
material. The synthesis reveals that this lack of critical Al literacy disproportionately
affects complex analytical tasks. For instance, while Al significantly accelerates data
summarization, students who rely heavily on these tools without methodological
understanding show a marked decline in their ability to synthesize opposing
theoretical frameworks independently. Consequently, the literature emphasizes that
mere access to generative Al does not equate to digital literacy; rather, without
structured pedagogical intervention, it threatens to replace genuine cognitive skill

acquisition with automated content curation.
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4.2 The reality of academic integrity and the over-reliance phenomenon

The integration of generative technologies has fundamentally disrupted traditional
frameworks of academic honesty, leading to what Abubakar et al. (2025) term the
,over-reliance phenomenon”. The extracted data reveals that academic violations in
the Al era are rarely malicious; rather, they are largely driven by institutional

ambiguity and a systemic outsourcing of cognitive load.

When syllabi lack clear, concrete directives regarding acceptable human-Al
collaboration, the incidence of unintentional plagiarism increases dramatically.
Benayoune et al. (2026) report that students frequently cross ethical boundaries
simply because those boundaries remain undefined. They found that in institutions
lacking comprehensive Al guidelines, up to 65% of students admitted to using
generative tools in ways they suspected might be penalizing, yet they continued to

do so due to intense academic pressure and a lack of clear alternatives.

Furthermore, the review highlights that maintaining academic integrity is a highly
contextual and global challenge. Guadu et al. (2026) demonstrate that universities
operating with outdated integrity policies struggle to differentiate between legitimate
technological assistance and unethical academic shortcuts. The findings consistently
suggest that disciplinary measures alone are entirely insufficient. To protect the
intrinsic value of academic degrees, institutions must redefine original authorship,
acknowledging that modern academic work is increasingly a co-creative process

between human intellect and algorithmic assistance.

4.3 Algorithmic anxiety and the psychological burden of detection
systems

Perhaps the most concerning finding from the systematic review is the measurable,
severe increase in psychological distress directly linked to the Al transition. The
literature confirms that the persistent pressure to master emerging technologies to
remain competitive introduces a modern, acute layer of technostress. However, the
qualitative data reveal a more specific and damaging phenomenon: algorithmic

anxiety, driven primarily by institutional responses.
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Following the initial surge of generative Al, numerous educational institutions
adopted Al text-detection software to enforce academic integrity. The synthesized
studies, including the comprehensive analysis by Perkins et al. (2024), document that
these commercial detection platforms exhibit notoriously high false-positive rates.
The data shows that non-native English speakers and neurodivergent students are
disproportionately flagged by these systems as utilizing Al, even when their work is

entirely original.

This surveillance ecosystem has created a profound psychological burden. Students
operating with complete integrity report a significant, ongoing fear of wrongful
accusation, which actively diminishes their intrinsic academic motivation. The
literature indicates that an over-reliance on unreliable detection mechanisms
fundamentally damages the student-educator trust dynamic, shifting the academic
relationship from mentorship to suspicion. The resulting algorithmic anxiety not
only impacts mental health but also creates a chilling effect on academic expression,
as students actively alter their natural writing styles to avoid triggering automated

suspicion.
5 Discussion

The findings of this systematic review necessitate a comprehensive reassessment of
how higher educational institutions manage the digital transition. The data reveals
that simply providing access to generative Al without structured pedagogical
support leads to an illusion of competence and heightened algorithmic anxiety.
Therefore, university management must prioritize sustainable governance

frameworks that promote critical digital literacy and protect student well-being.
5.1 Redefining management strategies and ethical frameworks

The significant divergence between technical fluency and ethical awareness requires
immediate administrative intervention. The current reliance on restrictive policies
and unreliable detection software is counterproductive. As Maleki (2026) suggests,
institutions must cultivate transparent ethical ecosystems. To achieve sustainable
governance, universities need to develop clear guidelines that explicitly define the
boundaries of human-Al collaboration. This involves shifting the institutional focus

from policing academic output to integrating critical Al literacy directly into the
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curriculum. By transparently defining acceptable use cases, university management

can significantly reduce the ambiguity that drives academic distress.
5.2 Transitioning to sustainable assessment paradigms

The data strongly support the need to adapt assessment methodologies. Traditional
testing and essay-writing assignments are increasingly vulnerable to the over-reliance
phenomenon. Educational managers and curriculum designers must implement
alternative evaluation methods that measure critical thinking and the process of
learning, rather than just the final written product. Table 3 outlines the strategic

shifts required for sustainable institutional adaptation.

Table 3: Strategic shifts in institutional AI management

Dimension Traditional Paradigm Al-Integrated Paradigm

Policy Approach Restrictive and disciplinary Comprehensive and educational
. . . . Focus on ethical collaboration
Academic Integrity | Focus on plagiarism detection A
) guidelines

Student Bvaluating the final written Evaluating critical thinking and process
Assessment output
Institutional Focus | Mitigating technological risks Cultivating critical Al literacy

Soutce: Own edited table, 2026

Implementing these strategies is essential to developing long-term resilience in the
higher education sector. By aligning technological innovation with updated ethical
standards, institutions can effectively manage the digital transformation while

safeguarding the cognitive development and mental health of their students.
6 Conclusion

This study synthesized current literature to examine the multi-dimensional impact
of generative Al on higher education, focusing on student literacy, academic
integrity, and algorithmic anxiety. The analysis confirms that while Al tools offer
significant opportunities for efficiency, their unguided integration creates substantial

challenges for institutional management.

The results indicate that high operational proficiency in generative models frequently
masks a severe lack of critical evaluation skills, leading to an illusion of competence.

Ambiguous institutional policies exacerbate the risk of academic over-reliance, as
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students struggle to navigate undefined ethical boundaries. Most critically, the
transition has introduced a new psychological burden. The deployment of flawed Al
detection tools has disproportionately harmed the student-educator trust dynamic,

causing significant distress and anxiety among the student body.

While this systematic review provides a thorough overview, it is limited by the
rapidly evolving nature of generative technologies. The primary focus on English-
language publications may also restrict the global applicability of the findings. Future
research should prioritize empirical studies that measure the long-term cognitive
effects of Al integration across different scientific disciplines. Additionally,
investigating the specific socio-technical realities of developing regions will be crucial
for establishing truly global, equitable frameworks for Al governance. Sustainable
institutional management requires continuous adaptation, ensuring that the digital

transformation serves to enhance, rather than replace, genuine academic inquiry.
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