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The more distributed system expands, the higher need for search 
engines of its elements we have. The Internet of Things (IoT) 
systems become very complex, and the number of devices is 
growing exponentially. The demand for the search engine of 
things now reached the demand for the search engine of web 
pages as it was in the 1990s. We propose to use component-
based architecture for the search engine of things (IoTSE). As 
IoT systems are heterogeneous, and the interoperability of 
various component models is problematic, we must focus on 
selected component models only. This paper surveys existing 
component models and discuss their feasibility to be used in IoT 
search engine. 
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1 Introduction 
 
The Internet of Things (IoT) is an example of a complex computational system. It 
evolved from the idea in the 1990s to the infrastructure of everyday life nowadays. 
The number of IoT devices is growing exponentially, so the demand for the search 
engine of "things" is as big as for the search engine of webpages 3 decades ago 
(Gubbi et al. 2013; Fathy, Y., Barnaghi, P., Tafazolli, 2018;  Tran et al. 2017; Tang et 
al. 2023). They are a pilot products already such as IoTCrawler and Shodan. 
 
However, the development of IoT search engines is not entirely the same as the 
development of "ordinary" search engines. It exists some challenges and threats. 
When webpages are uniform to some extent, the IoT network is highly 
heterogeneous and dynamic. A typical web search engine's data source is the web 
pages, metadata, and content. IoT content is far more complex as they provide very 
dynamic data. Instead of static content they usually provide the data streams. On the 
other hand, even the type of data can change. For example, a temperature sensor 
can provide floated point values (temperature), when it is working, Boolean value 
(false) when it is out of order, or the textual content (via its representative). Because 
of the nature of IoT, we cannot just reuse the principles of web page search engines. 
 
In software engineering, it is common practice to use reusable software components 
and/or software services when it is required to address dynamism and agility. 
Component-based software engineering (CBSE) uses modules of higher granularity 
of the components. This enables to reduction the time required for the development, 
testing of component-based software significantly. Components are "hot swap" 
modules in software similar to the storage disks, power supplies, and other modules 
in contemporary hardware (mainly servers). As all the communication between 
software components is organized via Interfaces, each software component can be 
easily and quickly replaced by another one, which implements the same interface. 
After this, there is no need to perform testing of the overall system. A component-
based system can be considered highly reliable and easily maintainable  (Vale et al., 
2016). 
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The goal of this paper is to survey existing component models and discuss their 
feasibility to be used in IoT search engines (IoTSE). The rest of the paper is 
organized as follows: Section 2 presents the main architectural parts of search 
engines and the state-of-art taxonomy of IoT search engines. Section 3 surveys the 
most popular software component models (CORBA, EJB, .NET, OSGi) and 
discusses their place in the overall architecture of dynamic Internet of things search 
engine. Section 4 shortly introduces related work in this area. Finally, the conclusions 
are made, and open questions are discussed. 
 
2 Search engine concept in the IoT context  
 
As presented by Brin and Page (1998), and by Bruce et al. (2010), main parts of the 
search engine are as follows: 
 

1. A Crawler, or a bot, is a program that traverses the web to discover and 
download web pages. This is a critical component of a search engine 
because it enables the system to discover new web pages and update its 
index of existing ones. 

2. Indexer : Once the crawler has downloaded a web page, the next step is to 
extract its content and store it in an index. An indexer is a program that 
processes the content of web pages and creates an index of words and their 
locations. This allows users to find relevant pages quickly by searching for 
specific words. 

3. The Query processor is responsible for interpreting user queries and finding 
the most relevant web pages. This component usually involves a 
combination of natural language processing, machine learning, and other 
algorithms to match user queries with relevant pages in the index. 

4. A Ranking algorithm is used to determine the order in which web pages are 
presented to users. Different search engines use different algorithms, but 
the basic idea is to assign a score to each page based on factors such as 
relevance, authority, and popularity. 

5. The User interface is the part of the search engine that users interact with. 
This includes the search box, search results page, and other elements that 
make it easy for users to find what they're looking for. 
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Each IoT search engine must be able to perform at least two activities: discovery 
activity and search activity. During the discovery activity engine retrieves the list of IoT 
devices by scanning the local/global environment, IoT device-related websites, or 
cached databases. According to (Tran et al. 2019), more than 90% of the engines 
include discovery activities. After this list is made, the second activity – searching – 
is running. Its goal is to filter the former list by rejecting all the devices whose 
properties do not conform with the initial query. IoT search engines can be classified 
according to their meta-path. Meta-path reveals the source of the data for discovery 
and search and the target of these activities. Nguyen et al. (2019) distinguish 8 classes 
of IoTSE: 
 

1. R → R class IoTSE 
2. D + R → T → R class 
3. D → D 
4. R → T → R + D 
5. D → T → R 
6. F → F 
7. R → T → F 
8. S → S 

 
where R is Representative of IoT device (e.g. dedicated web page for its monitoring 
and control), D - Dynamic IoT content (e.g. not usual data stream), T - IoT device 
(aka Thing).  
 
1st class (R-R) of IoT search engines is highly influenced by web search engines. The 
information about devices is taken from representatives only. No direct data 
gathering from IoT devices at the moment of search is performed. 
 
The second class (D+R-TR) of search engines gets data not only from 
representatives of things but (what is more specifically) from the IoT devices directly 
as dynamic streams. The result of 2nd class IoTSE is the representatives. In other 
words, R-R class can be considered as a subset of D+R-TR, whit zero D component. 
3rd class (D-D) goes beyond of D+R-TR class and gets the data from the very end 
sensors of Things, not just from the public observable states of things. 4th class (R-
T-R+D), according to (Tran et al., 2019), is an extension of the R-R class. What is 
interesting, is that search engines from this class return not only links to IoT 
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representatives but the data stream from them as well. 5th class (D-T-R) is a little bit 
similar to 2nd and 3rd classes. Typically they work using SPARQL queries over 
contextual information. As (Tran et al., 2019) observed in contrast with 2nd class 
IoT search engines, 5th class engines select things only by the data streams, not 
considering any other features (e.g. representatives). 6th class (F-F) is very interesting 
as the IoT devices are analyzed not by their representatives or data stream, but by 
their functionality. The functionality of things is exposed in a shared ontology. 7th 
class (RTF) of engines selects devices by its representatives. Its results include the 
functionality of selected things. As pointed out by Tran et al. (2019), this 
functionality is presented as RESTful Web services and is capable of self-describing 
with specifications written in the Web Application Description Language (WADL). 
In our context (CBSE) it is a very promising fact. And 8th class of IoTSE (SS) query 
on cached static information from IoT devices. In contrast to 3rd class, these IoTSE, 
do not acquire the newest data from IoT devices nor perceive dynamic data streams. 
However, then can be easily applied in the fields where the device state does not 
change often. The examples of IoT search engines are listed in Table 1. 

 
Table 1: IoT search engines 

 
Engine Class Source URL 

Shodan N/A  https://www.shodan.io 
ThingFul DRTR?  https://www.thingful.net 
IoTCrawler DD?  https://iotcrawler.eu 
ForwarDS-IoT RR (Gomes et al., 

2015) 
 

DiscoWoT RR (Mayer, Guinard, 
2011) 

 

ThingSeek N/A (Shemshadi, Sheng, 
Qin, 2016) 

 

IoT-SVK DRTR (Jin et al., 2011)  
CASSARAM DD (Perera, 2013)  
Snoogle RT-R+D (Wang, Tan, Li, 

2010) 
 

ASAWoO FF (Mrissa, Médini, 
Jamont, 2014) 

https://liris.cnrs.fr/asawoo 

N/A RTF (Kamilaris, 
Papakonstantinou, 
Pitsillides, 2014) 

 

Microsearch SS (Tan et al., 2009)  
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Table 2: The coverage of IoTSE functions 
 

Function CORBA EJB OSGi .NET WS 
Crawler      

Indexer  
(Arellanes, 
Lau, 2020) 

 

(Fathy, 
Barnaghi, 
Tafazolli, 
2018) 

 

QP      

RA 
(Chang, 
Yuan, Lo, 
2000) 

    

UI 
(Chang, 
Yuan, Lo, 
2000) 

    

3 Component-based approach 
 
The component in our context is a reusable software module, having explicit 
interfaces, capable to discover IoT devices and/or getting their data. It is the subject 
of the third part of the composition and is strictly dependent on the 
middleware/framework. 
 
 The idea to combine IoT with software components and services is not very new. 
The group of Zhiming Liu (2010) has been working on software-hardware 
components fusion for a long time before the rise of IoT. In another reference, 
Ruppen et al. (2015) present a system based on model-driven architecture (MDA) 
which helps to bind IoT devices and RESTful web services in a semi-automated 
way. The component in (Ruppen et al., 2015) work is the pair of IoT devices - 
RESTFull service. In both cases, the component is a "piece" of the system having 
its hardware and software parts. In CBSE each component must have at least one 
interface (or Provided interface) in which it is implemented, and (optionally) can 
have a Required interface, which declares what interfaces are needed from other 
components to work properly. Distributed components communicate using a 
Framework, or Middleware, which encompasses main data structures, and services 
(e.g. networking, DB) as well. 
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In this section, we continue the architectural approach described in (Gula, Flakova, 
2017; Giedrimas, Backys, 2022; Saari, Nurminen, Rantanen, 2022) and will analyze 
the most popular component-based technologies: CORBA, EJB, OSGi, and .NET.  
 
3.1 CORBA 
 
CORBA (Common Object Request Broker Architecture) is a middleware 
technology that provides a way for distributed applications to communicate with 
each other. CORBA was an industrial standard for the past two decades. They are 
still several legacy systems using this technology. It can be used in the development 
of search engines to connect different components of the system and provide a 
standard way for them to communicate. The use of the CORBA component model 
for web search engines is described in (Chang, Yuan, Lo, 2000). CORBA is 
supported by OMG consortium, which gives grates opportunities to embed 
CORBA components into any existing system. However, CORBA is only one 
technology that does not separate the processes of component development and the 
use of the components. CORBA components usually are not a subject of third-party 
composition. This does not let to use the "hot swap" advantage of CBSE. 
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Table 3: The coverage of IoTSE functions 
 

Class CORBA 
EJB and 
OSGi 

.NET WS 

RR 
(Chang, 
Yuan, Lo, 
2000) 

   

DRTR 
(Chang, 
Yuan, Lo, 
2000) 

  

(Dang, 
Pham, 
Duong, 
2018) 

DD  
(Arellanes, 
Lau, 2020) 

 

(Arellanes, 
Lau, 2020; 
Dang, 
Pham, 
Duong, 
2018) 

RTRD 
(Chang, 
Yuan, Lo, 
2000) 

   

DTR  
(Arellanes, 
Lau, 2020) 

 

(Arellanes, 
Lau, 2020; 
Dang, 
Pham, 
Duong, 
2018) 

FF    

(Dang, 
Pham, 
Duong, 
2018) 

RTF  
(Arellanes, 
Lau, 2020) 

 
(Arellanes, 
Lau, 2020) 

SS    
(Tan et al., 
2009) 
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3.2 EJB and OSGi 
 
EJB (Enterprise Java Beans) is a server-side component architecture for Java that 
can be used for building distributed applications, including search engines. EJB 
provides a set of services such as transaction management, security, and persistence, 
which can be useful in building complex distributed applications. 
 
OSGi (Open Services Gateway initiative) is a modular framework for Java that 
provides a way to build complex applications using a set of reusable components. It 
can be used in the development of search engines to create a modular architecture 
that allows components to be developed and tested independently. 
 
3.3 .NET 
 
.NET is a software framework developed by Microsoft that can be used for building 
web applications, including search engines. It includes a variety of libraries and tools 
for developing web applications, such as ASP.NET for building web pages and 
MVC for creating web applications. 
 
3.4 Web services 
 
Web services provide a standardized way for software components to communicate 
with each other over the internet, using technologies such as XML, SOAP, JSON. 
This makes it easier to integrate different components into a single system, which is 
important for building complex IoT search engines. Microservices are a more recent 
approach to software architecture, where a system is broken down into small, 
independently deployable components that communicate with each other via 
lightweight protocols such as HTTP or messaging systems. This approach allows for 
greater flexibility and scalability in building IoT search engines, as different 
microservices can be developed and deployed independently and can be easily 
replaced or scaled up or down based on demand. We refer to both technologies as 
to WS. In analyzed papers most of pilot projects on IoTSE was made using web 
services and microservices. 
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3.6 Frameworks 
 
As mentioned earlier, in component-based software engineering we rely not only on 
the components but on the frameworks as well. The most often used frameworks 
are: 
 

1. Lightweight M2M (LwM2M): LwM2M is a protocol that is designed for use 
in IoT devices. It provides a standardized way for devices to communicate 
with servers, which can be useful for integrating data from IoT devices into 
a search engine. 

2. CoAP protocol that is designed for use in IoT devices. It is a lightweight 
protocol that is well-suited for constrained environments and can be used 
to integrate IoT device data into a search engine. 

3. Apache Kafka is a distributed streaming platform that is commonly used in 
IoT contexts. It can be used to ingest data from IoT devices in real-time 
and can be integrated with search engines to provide real-time search 
capabilities. 

4. Apache Spark is a popular distributed computing platform that can be used 
for processing large volumes of data in near-real-time. It can be used to 
process data from IoT devices and integrate it with search engines. 

5. Elasticsearch for IoT : Elasticsearch is a popular search engine that has been 
adapted for use in IoT contexts. It can be used to store and search data 
from IoT devices, and provides a variety of features that are optimized for 
IoT use cases, such as geospatial search and time series data. 

 
4 Related work 
 
The architectures of component-based IoTSE are described only in (Giedrimas, 
Backys, 2022; Gula, Flakova, 2017). Other papers cover this topic only partially. The 
idea to use the (reusable) workflow engines in the overall science gateway is 
architecturally like our approach. Glatard et al. (2017) refer to workflow engines as 
software components while presenting 6 software architectures: Tight integration, 
Service invocation, Task encapsulation, Pool model, Nested workflows with service 
invocation and Conversion, and Workflow conversion with service invocation. We 
assume that component-based IoTSE will have a backbone (instead of the science 
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gateways), and smaller parts - software components implementing different IoT 
search and discovery algorithms. 
Other papers have weak (or negative) relations with software components; however, 
they are highly related to software architectures (Cambazoglu et al., 2007; Ozcan et 
al., 2012) and/or search engines (Kejriwal, 2021; Cambazoglu et al., 2007; Ozcan et 
al., 2012). 
 
5 Conclusions and Future work 
 
After the analysis, we came to the following conclusions: 
 

1. Even though the market of IoTSEs is new and growing, enough different 
search engines is developed already. Fortunately, IoTSEs are not unique and 
can be classified into a limited number of classes. Each class of the IoTSE 
can deny an interface and each IoTSE from this class can be considered as 
a component implementing this interface. 

2. The area of research (component models for IoTSE), is almost not covered 
by the scientific community nor the business applications. We found only a 
few sources. Surprisingly search engines provide some results about the 
topic, which led to broken links and non-existing pages. We assume that the 
papers were withdrawn because of the lack of maturity or experimental data. 

3. The survey of the 5 most popular component-based models shows that 
most of the pilot projects on IoTSE were made using web services and 
microservices.  More hardware-related component models such as OSGi 
and CORBA are least used for this purpose. 

4. We do not find any evidence of component-based technology used for the 
development of the Crowler and Query processing elements of search 
engines. 

 
Our future work on this topic includes the selection of one component model and 
experimental development of the IoTSE system. 
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