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1 Introduction

The exponential advancement and widespread utilization of digital technologies has
spawned profound innovations, which have disrupted traditional businesses and
reconfigured a number of industries (Nambisan et al., 2020). Digitization, which is
defined as the conversion of analog data to digital (Yoo et al., 2010), of products and
services, is the cornerstone of innovations, which transcend geographical and
industrial boundaties enabling novel business models (Constantinides et al. 2018;
Nambisan et al., 2020). A business model represents a key source of performance
and competitive advantage of organizations (Teece, 2010), hence becoming an
imperative for digital transformation. It refers to the “architecture of value creation,
delivery and capture mechanism” (Teece, 2010, p.172), in a multi-actor network. The
core of business models is on value creation and capture, not only for the

organization itself, but also for other actors in the ecosystem (Amit and Zott, 2020).

For organizations, the advent of information technology (IT) in the 1990s became a
ground to breed a new generation of entreprencurs that redefined the rules of doing
business, primarily on the basis of competition, facilitated by I'T (Gordon, 2000). On
that end, the dot com bust in the 2000s, mandated a few entrepreneurs to reinvent
the use of IT by crafting a new economic order (Zuboff, 2015). Pioneers like Netflix,
Amazon, and Spotity, started to become the best attendants of feeding on personal
data (Loebbecke and Picot, 2015), with a constant online surveillance, often without
the knowledge of a person (Zuboff, 2019). The legal enforcement, however, with
the ratification of the General Data Protection Regulation (GDPR) as the most
powerful regulation ever created, presented a shift in the mind-set of how data
protection is handled by such organizations. In this paper, we look at digital business
models vis-a-vis privacy concerns, with the aim to provide an initial conceptual

model on the interplay of digital business models and privacy concerns, over time.

The rest of the paper is organized as follows. We first present our conceptualizations
on digital business models and privacy. We then present a focused literature review
followed by an initial conceptualization to view privacy as a direct consequence of
reconfigurations of business and the growth of digital business models. We then
highlight potential contributions of our initial conceptualization, followed by future

work.



M. Kajtazi, E. Kurti: Conceptnalizing the Impact of Digital Business Models on Privacy Concerns 691

2 Digital Business Models and Privacy Concerns

Digital technologies have enabled novel forms and reconfigurations of value
creation, delivery, and capture. These new reconfigurations challenge the
conventional notion of value creation, postulating that value is co-created by
“aggregating recombinant technology components by interacting with diverse
resources and often across firm boundaries” (Hukal and Henfridsson, 2017 p. 488).
As a result, the notion of digital business model has gained widespread popularity
both in scholarly work, but also in practice. Digital business models refer to business
models enabled by the utilization of digital technologies (Amit and Zott, 2020).
Birenfinger and Otto (2015, p. 18) define digital business models “as a business
model whose underlying business logic deliberately acknowledges the characteristics
of digitization and takes advantage of them; both in interaction with customers and

business partners, and in its internal operations”.

In consideration of the foregoing, it is no surprise that we have now reached a point
when digital business models have influenced the generation of an organizational
mind-set that even knows our deepest secrets (Acquisti et al., 2022; Zuboff, 2019).
The value of personal information has made it possible for goods to increase prices
tenfold on personalized services. Even the simplest case of M&M’s legendary milk
chocolate candy pack is no stranger to that. M&M owns a platform that allows you
to personalize a chocolate pack, where you share personal information, e.g. dates
and photographs, taking the opportunity of such data to turn it into a commodity
(Crain, 2016). That also allows such platforms not only to influence our future
consumer behavior, it also allows for an astronomical price tag, all made possible by

the new wave of digital business models configured for personalization.

Then, it is not new to us that I'T has become a constant in reconfiguring traditional
roles of people in the digital realm, including their traditional view on privacy
concerns (Zhang et al, 2022). Organizations driven by information capitalism
(Zubofft, 2019), especially the elite digital, show an unstoppable appetite for data that
forms 95% of the global economy (Srnicek, 2017). From a macro perspective, the
digitization of an organization presented an opportunistic reality (Thrift, 2011)
where concepts like “everyware” (Greenfield, 2006) came to life. From a micro
perspective, however, secrecy in such organizations came at the expense of privacy

(Solove, 2011). Zubbof’s “big other” became a precondition to argue that we are in
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the hands of a new form of capitalism that she termed surveillance capitalism
(Zuboff, 2015), where personal boundaries on our own privacy are put to test
(Zhang et al., 2022).

Contrary to this view, we know that digitization is key to produce a number of digital
business models that deserted the spatial and temporal limits, often empowering
people. Just to name a few, from the speed of information, to the significance of
online payments for simple transactions, technological capabilities can steer progtress
in the right direction. However, the digital era is a new reality for people that has
brought us more tension than consensus, putting people’s own privacy-protective
behaviors to test (Quach et al., 2022; Zhang et al., 2022). We live with pressure trying
to balance our and others' physical presence with the digital presence (Acquisti et al.,
2022). Alongside the backdrop of this pressure, digital business models are leading
us to conceptualize our personal digital self as a type of self that transcends the
borders and acknowledges our physical self, often recognizing privacy as a loss in
that transcension (Zuboff, 2019).

2.1 Focused Literature Review: Digital Business Models and Personal
Boundaries on Privacy

In a focused literature review, we identify 22 research articles (listed in Appendix)
published at the European Journal of Information Systems (EJIS) in the course of 3
decades. The focus on EJIS stems from their distinctive European perspective on
theory and practice for a global audience. Coupled with European Union laws and
regulations on data privacy, such as GDPR, it makes for a unique candidate to study
the conceptualization of digital business models vis-4-vis privacy concerns, over
time. The article analyses yielded 4 waves of research on understanding privacy from
the context of digital business models. Important to highlight, is the fact that all
articles recognize that privacy is a human right, but the difference across the waves
is noticed on the fact that early studies have the tendency to conceptualize on privacy
concerns from the user perspective, compared to current studies that place a lot of
responsibility on the design of IT itself. Wave 1, presented the early take on the use
of digital business models, such as in the form of e-commerce and social media from
a network perspective, where privacy conceptions were formed around the “user
privacy concerr”” (e.g. Junglas et al., 2008), where personal privacy and the identifiable

person were key, along with the data rights, but centered on the actual “user x”.



M. Kajtazi, E. Kurti: Conceptnalizing the Impact of Digital Business Models on Privacy Concerns 693

Wave 2 presented the wake of new digital business models that further fueled the
presence and use of e-commerce and social media for more personalized services,
including services for personal digital healthcare, which influenced a complex
analysis on privacy as e.g. a right and commodity (Smith et al., 2011). This made it
critical to view “user disclosure and personalization” as a real physical person and that
data and information disclosure became pivotal to our understanding of privacy
concerns (Posey et al., 2010; Warkentin et al., 2011). Wave 3, showed that new
techniques on big data analyses with machine learning algorithms, made it more
concerning that “personal data and privacy loss” is a real threat (Parks et al., 2017). Then,
wave 4 and the current wave, focuses on important aspects, such as traceability and
integrity (Raddatz et al., 2021; Parks et al., 2022), where a clear motivator for such
studies depends on the movements of human rights perspective, where “personal
privacy rights” are linked back to laws and regulations. In fact, the focus on privacy as
a fundamental human right (UN Declaration of Human Rights, Article 12), is key to
guide recent studies on design of technology for privacy protection and privacy-
preservation mechanisms. Figure 1 illustrates these waves with an example where
user x is identified as Sarah Smith, which leads to show how the other waves address

privacy concerns, over time.

Wave 1: User privacy concern ~ Wave 2: Pesonal disclosure and ~ Wave 3: Personal data and Wave 4: Personal privac
personalization privacy loss rights

T

0000@@@@ @

User x data are private! Oh, this is Sarah Smith! Sarah, this is concerning! Sarah, privacy is a human right!

The network effect | Behavioural effect of Disclosure | Big Data and Machine Learning | Laws and Regulations
Figure 1: From User Privacy to Privacy as a Right

In reference to these waves, our analysis identified several types of digital business
models studied in these waves, e.g. platform business models of e-commerce or data-
driven business models; etc. In describing Figure 1, we conceptualize them as digital
business models. Such digital business models rely on digital technologies, which
contribute to the generation and proliferation of data, which has recently exceeded
in growth and profit (Wiener et al., 2020).
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As such, digital business model- dependent organizations have harnessed the
potential of digital technologies to create novel reconfigurations of value creation
and capture, either through novel offerings, reconfiguration of activities,
transactions, structure and/or governance mechanisms (Amit and Zott, 2020), all
dependent on personal data feeding. To that end, successful organizations as Netflix,
Amazon, and Spotify, have configured their business models and innovations
around data. Netflix for example, has shifted its focus from a retailer of DVDs mail
delivery to innovating its business model around data to improve customer
expetience through personalization and customization (Mier and Kohli, 2021). The
common link across these organizations is that their business models are configured
and innovated as data dependent digital platforms. The latter leads us to reflect back
on how privacy concerns have shifted from conceptualizing about the unknown

“user x” to the actual “physical person”.

3 Initial Findings and Future Research Direction

Despite the fact that we have ample opportunities with the introduction and
exponential growth of digital business models, and that new IT developments
present ideas, tools, and models with privacy-preserving mechanisms, we identify
that challenges with data privacy still remain detrimental. Novel configurations of
digital business models where privacy becomes the core value creation mechanism,
leads us to term them as privacy-based business models. In this relationship, privacy
itself becomes the business model. We recommend future technological design to
focus on privacy-preserving digital business models, which should make it possible
that data privacy is envisioned with the right safeguards, targeting ‘invisibility’.
Otherwise, Mann’s and Matzner’s (2019) call that we risk producing technology that
does not account for privacy and data protection rights, goes against GDPR’s call
on the ‘right’ not to be ruled by automated decisions. Our future work depends on
bringing the question of ethics into view, on how technology is shaped to feed on
personal data, where user awareness and digital literacy remain challenging. The vast
majority of today’s digital users have limited awareness about algorithmic profiling
capabilities and how detrimental its effects are on their privacy. At the same time,
these users have become pivotal in supporting data-driven business models to thrive,

letting such models to feed on their valuable personal data.
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