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Abstract Malware is a major threat in the evolving global cyber 
space. The different detection techniques that currently exist are 
insufficient at detecting metamorphic malware, as they can 
change the internal structure of their code, thus keeping the flow 
of the programme equivalent to the virus. Commercial antivirus 
software depends on signature detection algorithms to identify 
viruses, however, code obfuscation techniques can successfully 
circumvent these algorithms. The objective of this research is to 
analyse the various detection techniques of such metamorphic 
malware used over the years and to unearth the strengths, 
weaknesses and advance research directions possible in the field 
of the detection of metamorphic malware. 
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1 Introduction 
 
Malware is an evolving and ever-growing threat for global cyber space. The number 
of different types of malware detected each year is constantly increasing as is their 
ability to circumvent detection techniques. New forms of morphic malware are 
emerging that are capable of changing their signatures and evading detection by 
signature-based algorithms. 
 

 
 

Figure 1: Overall development of new malware programmes over the last 10 years 
Source: own. 

 
Figure 1 highlights the constant growth in the production of malware over the past 
decade. While in 2020 the number of cases of malware reported were 1,273 million 
(Andreopoulos, 2021), the number of 'never-before-seen' types of malware were 
only 268,000 (Malware, 2021) and the total number of cases of new malware was 
around 146 million (Andreopoulos, 2021). Research by Camponi et al. (Campion, 
2021) also reveals that over 66% of the types of malware are morphed from 
previously known threats. This highlights the fact that the maximum number of 
different types of malware in circulation are either old versions or morphed versions 
of existing ones. While there are techniques to easily detect the older variants using 
signature-based mechanisms, as well as some newer ones that use emulators or 
DFA-based techniques, the morphed variants are the most troublesome of all due 
to their 'evasive' nature. 
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Furthermore, research carried out by the Ponemon Institute (Ponemon Institute, 
2018) into the state of endpoint security risk concluded that at least 76% of 
organisations are totally dependent on commercial antivirus programmes that use 
signature detection techniques to detect any intrusions or vulnerability. This, in turn, 
makes organisations vulnerable to metamorphic malware and makes a compelling 
argument for research and development in the detection of such malware. These 
types of malware have a mutation engine that takes in the code as input and returns 
a morphed version of the code in each iteration. The morphing is done on the basis 
of semantic preservation techniques, which ensures that while the code signature 
changes, while the effect of the code essentially remains the same. In other words, 
in metamorphic viruses, the physical appearance of the source code is morphed, 
while the logical flow remains the same. This in turn changes the hash of the 
signature code of the code, hence it is difficult to detect these metamorphic viruses 
using signature detection algorithms. 
 
2 Background 
 
Campion et al. (Campion, 2021) proposed an analysis on the schema and working 
of metamorphic malware by attempting to develop a framework that can produce 
the original variant of the malware by analysing different samples of the same 
malware and detecting the semantic preserving transformation rules applied to 
obtain the original malware code. This exercise also helps bring insights into the 
metamorphic malware engine or the mutation engine. The research reveals that, on 
average, over 90% of the code in the metamorphic malware is that of the engine 
itself. The engine is served the entire code as its input, and a morphed version is 
thrown as output, using various transformations, which essentially keeps the 
semantics the same. The engine also has a definite structure with various parts: 
 
1. Disssembler - converts code to assembly instructions 
2. Code Transformer - applies code obfuscation techniques 
3. Assembler - converts mutated code to binary instructions 
 
Various techniques have been found for the detection of malware. Some of the 
major ones are: 
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2.1 Signature Detection Techniques: 
 
The most commonly used technique is signature-based algorithms, which is used by 
most of the commercially available antivirus software. Signature-based algorithms 
use the physical structure of malware to distinguish the type of malware. The 
algorithms use a database of malware signatures to detect potential malware. 
Metamorphic malware can change its physical structure while retaining the same 
control flow, thereby making it difficult to detect using signature-based techniques. 
Some other techniques for detection are: 
 
2.2 Behavioural Detection: 
 
This detection method uses the dynamic nature of the malware rather than the 
conventional static method of signature detection. The extraction of dynamic 
behaviour is carried out by executing a malware file in isolated surroundings 
(Kakisim, 2020). The main advantage of behavioural detection is when a computer 
virus looks similar to a benign programme but its functional aspect recognises it as 
harmful programme. In such cases, the above technique along with machine learning 
algorithms can be used to classify a record as harmful malware or a normal 
programme. Research by Desai and Stamp concludes that a metamorphic malware 
code can have an almost 93% similarity to a benign application, thus making it far 
more akin to benign files than malware (Desai, 2010). 
 
2.3 Anomaly Detection Technique: 
 
Anomaly detection chips away at the methodology of identifying if the document 
present follows a typical behavioural aspect. It beats the restrictions created by 
signature-based detection algorithms by utilising heuristic-based ways to deal with 
recognising ordinary behaviour. If a file is not classified as normal, then it is classified 
as harmful malware. In such cases, the notion of the anomalous and normal 
behaviour is expounded by the user, hence an accurate classification is not provided. 
A malware detection emulator has been created to distinguish the input programmes 
into different classes based on the appearance of the record. Once the classification 
is done then a review is made of whether it is harmful malware or an exceptional 
false positive case of being malware. In this research, the authors have attempted to 
morph malware codes and later create a classifier using machine learning algorithms 
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to detect these morphed malware files. They also go on to discuss various morphing 
techniques that can be employed to bypass detection and analyse the accuracy rate 
for such techniques. The subsequent sections deal with existing work and a literature 
review, followed by a proposed novel methodology for detecting metamorphic 
malware. 
 
2.4 Newer Methodologies 
 
Opcode Frequency: Research by Kakisim et. al. (Kakisim, 2020) revolves around 
generating a framework for the detection of metamorphic malware using automata 
principles. It establishes that every version of metamorphic malware is different 
from all the others, and the possible number of versions is so huge that a database 
cannot be maintained, thereby removing the possibility of using commercial anti-
virus software or any pattern matching algorithms. Therefore, the authors suggested 
that the control flow of the programme is used rather than the code itself. They 
attempt to develop an opcode (instruction machine code) graph and then 
superimpose different versions of it to detect the similarities between different types 
of malware to find the engine code. They use the assumption that different variants 
formed of the same malware will have a common engine-specific pattern. The 
problem observed with this methodology was that it was necessary to have multiple 
samples of the same malware variants in order to be able to predict whether the 
malware had the same engine-specific variants. The possibility of detecting a totally 
new variant does not prevail in this research. 
 
Hidden Markov Models: The use of Hidden Markov Models (HMM) for detecting 
malware  has evolved as a popular research domain. This is due to the fact that any 
computer programme can be represented as a sequence of instructions, thereby 
treating a programme as a time series – an ideal condition for the use of HMMs 
(Stamp, 2004). Annachhatre et. al. (Annachhatre, 2015) applied HMMs and cluster 
analysis to detect unknown variants of malware by analysing the control flow of the 
programme. The HMM is trained on the basis of given observation sequences. The 
HMM is initially trained for a variety of compilers and generators of malware – 
training involves both, forward and backward algorithms and scoring is done by the 
forward algorithm. Finally, clustering is carried out using K-means. 
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Toderici et.al. (Toderici, 2013) showed that metamorphic malware can evade 
detection by HMM in the event that it uses morphing with instructions from benign 
files. 
 
William B. Andreopoulos (Andreopoulos, 2021) used the assumption that a 
programme is basically a set of instructions that are executed in a sequence, therefore 
he proposed the use of sequence-based machine learning to derive insights to detect 
malware. The author also proposed a framework that would work in cases of 
morphic malware, i.e. polymorphic and metamorphic malware, and also used HMM 
principles and Long Short-Term Memory (LSTM) networks. 
 
Genetic Algorithm: Javaheri et al. (Javaheri, 2021) proposed a novel approach to 
using a genetic algorithm for detecting future variants of targeted and metamorphic 
malware. The researchers extracted a sequence of system API calls using various 
filters. The authors unpacked and executed the files and opted for a sophisticated 
behavioural analysis to ascertain the classification of the file as harmful or benign. 
Dynamic unpacking is performed based on kernel-level memory dumping. Once 
unpacked, the malware features were extracted through parsing in order to find the 
relevant sequence flow to model the malware behaviour. The malware is further 
executed in a sandboxed environment and its activity is tracked and recorded. 
Finally, a genetic algorithm (GA) is employed, taking in each behaviour pattern as a 
chromosome and each system call mapped to a gene. Linear regression was used to 
model the formation of both behaviour and chromosomes. 
 
Support Vector Machine:  Devendra et.  al.  (Mahawer, 2014) presented a detection 
technique for metamorphic malware using machine learning techniques. The authors 
proposed the use of a support vector machine (SVM) as a tool to detect such variants 
of malware, using a specialised kernel for the model, called the histogram 
intersection kernel. 
 
K. Kancherla et. al (Kancherla, 2013) also proposed the use of SVM for the 
classification of malware. They used the malware executable to be transformed into 
an image called the bytecode image, and then intensity-based and texture-based 
features are extracted to predict the code signature. SVM is then employed for 
bifurcation of dataset into benign and malware signatures. An accuracy of 95% is 
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reported in the paper. Code obfuscation and morphing was not incorporated, 
therefore limiting its applicability for the detection of metamorphic malware. 
2.5 Comparative Analysis Based on Literature Survey 
In this section, the authors of this study provide an analysis table of the various 
detection techniques for metamorphic malware. 
 
Table 1: Comparative Study of Reviewed Papers 
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1 
Elhadi 
et al. 
(2013) 

API 
calls 

An API call graph 
was developed by 
integrating an 
API call and 
system resources. 

Accurate graph 
generation 
through 
sequence 
profiling data 
dependen- 
cies. 

Lower efficiency 
on polymorphic 
malware. The 
time complexity 
of the API 
graph does not 
make it viable.. 

514 

2 

Javahe
ri et 
al. 
(2021) 

API 
calls 
and 
geneti
c 
algorit
hm 

Unpacks files and 
studies the API 
calls made in a 
behavioural 
analysis to 
ascertain benign 
or corrupt files. 
Later, a genetic 
algorithm is 
applied with 
behaviour as a 
chromosome and 
a system call as 
the gene. 

The 
behavioural 
approach 
allows the 
detection of 
never-before-
seen malware. 
The API call 
sequencing 
allows the 
detection of 
various types 
of web-based 
content. 

2 samples or 
more are 
required to 
generate variants 
and perform 
crossovers. 
Recent 
metamorphic 
malware can 
hide behaviour 
in a controlled 
environment. 

NA 

3 

Campi
on et 
al. 
(2021) 

Base 
malwa
re 

The proposed 
algorithm 
assumes there is a 
base malware 
code. 

Provides an-
indepth insight 
into 
obfuscation 
techniques and 
helps in 
understanding 
the working of 
the mutation 
engine. 

Only works if 
the base 
malware is 
recognised and 
cannot function 
for never-
before-seen 
malware. 

NA 
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4 

Kanch
erla 
et. al 
(2013) 

Bytec
ode 
Image 
and 
SVM 

Converted 
malware 
executable into a 
bytecode image 
and then used 
SVM to classify 

Reported 
accuracy of an 
average of 
95%.. 

Uses a 
supervised 
algorithm and 
generic kernel 
function. Can 
malfunction in 
the event of 
high obfuscation 
in code. The 
dataset used is 
inaccurate. 

NA 

5 

Agraw
al et 
al. 
(2012) 

CFG 

Works to 
eliminate the 
graph comparison 
problem. Uses 
normalised edit 
distance 
technique. 

Attempts 
control-flow 
analysis 
(semantic) that 
can detect 
newer viruses. 

Fails against 
non-assembly 
malware. Tested 
on a very small 
dataset. 

18 

6 

Eskan
dari 
and 
Hash
mi 
(2011) 

CFG 
+ API 
Calls 

Detects 
metamorphic 
malware by 
making use of a 
control-flow 
graph (CFG) and 
an API call graph. 

Able to detect 
obfuscation in 
files. 

Provides poor 
results with 
non-assembly 
malware. 
Computation 
speed is very 
slow. 

4445 

7 

Marti
ns et 
al. 
(2014) 

Depe
ndenc
y 
Graph 

Forms a 
dependency graph 
of an executable 
file. Based on this 
dependency 
graph, it identi- 
fies the closely 
related nodes. 

Eliminates the 
impact with 
very high 
accuracy. 

Identification on 
closely related 
nodes and 
events should be 
based on the 
statistical 
inference 
technique. 

63 

8 

Toder
ici 
et.al. 
(2013) 

HMM 

Uses HMM in 
conjunction with 
a chi-square 
distance 
calculation. 

Capable of 
detecting 
malware even 
if benign files 
are used to 
obfuscate 
code. 

The method is 
not useful for 
real-time 
detection. 

NA 

9 

Annac
hhatre 
et. al. 
(2015) 

HMM 
and 
Cluste
r 
Analy
sis 

HMMs and 
cluster analysis 
have been applied 
to detect known 
variants of 
malware by 

HMM is 
trained on the 
basis of the 
given 
observation 
sequences. 

Uses a 
straightforward 
scoring system 
on a forward 
algorithm. A 
more specific 

NA 
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analysing the 
control flow of 
the programme. 
Clustering is done 
based on KNN. 

HMM is 
trained for a 
variety of 
producers and 
generators of 
malware. 

scoring system 
can be produced 
to increase 
accuracy. 

10 

Andre
opoul
os 
(2021) 

HMM 
and 
LSTM 

Assumes that a 
programme is 
essentially a 
sequential 
instruction set, 
therefore a 
sequence-based 
ML approach is 
provided. 

Can provide 
real-time 
detection in 
conjunction 
with antivirus 
software. 
Potential to 
detect both 
polymorphic 
and 
metamorphic 
variants. 

Uses simple 
kernel functions 
for HMMs, 
which affects 
accuracy. High 
false positives 
when code is 
obfuscated with 
benign samples. 

NA 

11 

Van 
Nhuo
ng et 
al. 
(2014) 

Hybri
d 

Uses a hybrid 
method formed 
from two known 
methods. 
Developed a 
detection system 
for detecting 
malware, which 
consists of the 
advantages of 
both the base 
methods. 

Removes 
malware 
obfuscation by 
extracting 
automation of 
semantic sets. 
Detection rate 
of almost 
100%. 

Very high 
processing time. 
No support for 
real time 
detection. 

186 

12 

Maha
wer 
and 
Nagar
aju 
(2014) 

Opco
de 

This method is 
derived from the 
most frequently 
occurring 
histograms of 
opcodes in 
disassembled files. 

Very efficient 
at detecting the 
insertion of 
dead code, 
registry 
renaming and 
code 
reordering. 

Unable to detect 
malware that 
can self-
obfuscate, thus 
leading to a very 
high rate of 
FNs. 

2121 

13 

Kakisi
m et. 
al. 
(2020) 

Opco
de 

Generates an 
opcode graph for 
different 
iterations on the 
same malware 
then 
superimposes the 
image to find 

Can effectively 
detect 
morphed 
versions of a 
malware 
family. 

Based on the 
assumption of 
an identical 
engine for all 
interations. 
Multiple 
samples of the 
same malware 

NA 
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commonalities to 
deduce the 
malware engine. 

are required to 
detect malware 
of the same 
family. 

14 
Alam 
et al. 
(2015) 

Opco
de 

This method first 
computes the 
weight of the mail 
pattern and 
control flow. 

Does not 
depend on any 
platforms. 
Supports 
automated 
analysis by 
making use of 
an 
intermediate 
language. 

Very high 
complexity for a 
large dataset. 
Opcode 
frequency could 
be affected if 
any 
optimisations 
are made in the 
compiler. Highly 
vulnerable to 
code 
obfuscation. 

1251 

 
3 Conclusion 
 
The aim of this research was to learn about the detection of metamorphic malware 
and to analyse the existing techniques for such malware. The analysis shows that 
HMM, opcode-based analysis, and control flow graph-based analysis are the major 
advancing areas. The major issue spanning all areas in this regard is that to date there 
has been no testing and validation of these approaches on standard databases with 
ample data points for testing. Most of the research does not specify the testing 
criterion, and the ones that do, have an insufficient database to ensure its production 
readiness. There is a need to propose research in this domain using a larger dataset. 
 
In addition, another very important factor that comes into play is the kind of 
obfuscation techniques that have been used to morph malware. The better the 
morphing, the closer it is to a real-life detector, and many of the works reviewed in 
this regard were not as dedicated to obfuscation as they were to detection. Based on 
this study, it can also be established that there is still future scope for research by 
instilling some specific approaches in the areas of HMM with different scoring 
systems, or by using a genetic algorithm or even by using the unpredictability of 
mutation to be detected through the use of fuzzy neural networks (FNN). 
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4 Future scope 
 
Based on a review of the different methods for the detection of metamorphic 
malware, the authors of this study have identified some of the major research 
domains where research is ongoing: 
 

1. Hidden Markov Model 
2. Support Vector Machine 
3. Genetic Algorithm 
4. Emulator-based approach 

 
All of the domains suffer from some kind of deficiency. A wholesome framework is 
required that can potentially detect never-before-seen variants of malware with lower 
complexity and higher efficacy. 
 
To this end, machine learning algorithms could be a solution, however, existing 
studies into their use have not be very promising, other than in terms of SVM. 
Additionally, the detection of malware is predominantly a classification problem, 
which also uses the attributes of pattern recognition. The use case of a FNN also 
revolves around these two pillars, thereby making it a possible alternative approach. 
 
In view of the lack of studies into FNNs for the detection of malware and its 
unsupervised nature, it could be a potential future research topic. Fuzzy neural 
networks have been widely used for pattern recognition, on which the opcode 
frequency histogram approach also relies. These networks have also been used in 
detecting variants of COVID, where COVID-like metamorphic malware is also an 
'evasive' variant, i.e. it morphs into new forms. Similar learnings can also be applied 
to the base malware identification approach. 
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