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Abstract The passive radio frequency identification microchip implants are known to 

be a subject of intense debate and argument about their advantages and disadvantages. 

While one group sees the opportunities of microchip implants in healthcare and the 

positive impact on life, the other group emphasizes a variety of issues related to privacy, 

impact on the human body, and others. Given recent changes in lifestyle and other areas, 

it is reasonable to assume that microchip implants are an inevitable part of our future. 

The purpose of this study was to determine the characteristics and habits of potential 

future users. Using a sample of survey participants from four European countries, we 

conducted a cross-sectional study. The regression model was used to test our research 

question, which aimed to identify predictors of willingness to use microchip implants. 

The results show that the potential microchip implant user is male, has multiple social 

media profiles, and has a history of losing wallets, keys, or ID cards. He uses online 

shopping and group purchases and has a number of loyalty cards. According to the 

sample results, age is not a significant predictor of microchip implant use. 
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1 Introduction 

 

Technological advances and lifestyle changes have significantly altered our habits in 

recent decades. We use wearable devices (Morozova & Gurova, 2021), prefer online 

shopping to visiting stores, are active on social media, and have other daily habits 

that were not even possible a few years ago. As a result of changing lifestyles, 

promotional activities and the organization of services have also changed 

significantly. Retailers, for example, use a variety of strategies to engage and satisfy 

their online and offline customers (Hult et al., 2019).  

 

Nowadays, Near Field Communication (NFC) cards are mainly used for shopping, 

but are increasingly installed on mobile (smartphone) or wearable (smartwatch) 

devices. Some researchers suggest that this technology could be further developed 

and microchip implants could also be used for shopping (Michael et al., 2017). In 

addition to shopping, smart home access, or healthcare identification, MI can 

simplify many everyday tasks (Gauttier, 2019; Graveling et al., 2018).  

 

Radio frequency identification (RFID) technology has been evolving for decades. 

From tags used for tracking in industry to microchips in glass tubes used to identify 

pets and stray animals (Landaluce et al., 2020). Since the first attempt to implant a 

microchip in 1998, microchips implants (MI) have occasionally been used in humans 

(Fram et al., 2020), mainly for healthcare applications (Bauer, 2007; Farra et al., 2012; 

Venkat et al., 2019). To date, MIs have been used by individuals (Ip et al., 2008), for 

entertainment (Michael & Michael, 2010), or in organizations (Rodriguez, 2019). 

 

RFID tags can be passive, i.e., without power, or active, i.e., self-powered, in most 

cases by batteries. In general, passive RFID tags can be divided into low frequency 

(LF), high frequency (HF), or ultra-high frequency (UHF). HF NFC RFID tags are 

based on two-way communication and are suitable for transmitting data at high 

speed over short distances. MIs on the market today can use passive LF RFID, HF 

RFID, NFC HF RFID or various combinations of these technologies. Each 

combination enables different levels of storage, protection, and security (Cui et al., 

2019).  
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Despite medical considerations for the use of MI in animals and humans (Albrecht, 

2010), recent research has rejected some of the possible theories. Graveling et al. 

(2018) demonstrated that migration of MI in the body is no longer an issue. Fram et 

al. (2020) proved that MIs in magnetic resonance imaging are safe and can even be 

used to treat cancer cells (Lai et al., 2016). In addition to medical considerations, 

safety issues related to MIs have also improved in recent years (Masyuk, 2019). 

 

According to the research presented, from a technological perspective, MIs are ready 

to be widely deployed for daily use. Nevertheless, the general perception of MIs is 

not positive. The aim of this study is to identify the profile of the person who would 

be willing to use MI. The research was conducted in four countries. In this research, 

the potential use of the passive NFC HF RFID MIs is analyzed. These MIs are 2 x 

12 mm or smaller, they cannot be tracked by GPS systems and can be used for 

identification. 

 

1.1 Brief history of the use of microchip implants in humans  

 

In 1998, Professor Kevin Warwick successfully used an MI implanted in his arm to 

open doors and turn on lights (Michael & Michael, 2013). In 2004, the use of MI in 

humans was approved by the U.S. Food and Drug Administration (FDA) (Rotter et 

al., 2008). Around this time, the first hobbyist, Amal Graafstra, implanted an MI in 

his arm. He used the MI to gain access to the office, enter the house, unlock the car, 

and log into the computer (Ip et al., 2008). In 2016, Dutch traveler Andreas 

Sjoestroem became the first person to use an MI for personal airline information to 

pass through pre-flight security at Stockholm Arlanda Airport (Morris, 2016). 

 

In recent years there have been a few reports on the use of MIs for employees. A 

Belgian technology and marketing company enabled their employees to use MI to 

gain access to the building and computer system (Rodriguez, 2019). A Swedish 

company recently enabled its employees to carry their COVID-19 vaccination 

passport in an MI (Teh, 2021).  
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1.2 Applications of microchip implants 

 

Four main application areas of MI can be derived from the literature: Healthcare, 

Identification, Purchasing, and Everyday Use. MI can be used to store patient 

personal information, medical treatments and conditions, allergies, prescribed 

medications, or other vital information needed to treat the patient (Fram et al., 2020; 

Gillenson, 2019; Rotter et al., 2008). MI can also store personal identification data 

(Rotter et al., 2008), or provide access to restricted areas (e.g., military buildings). 

Due to their temperature resistance, MIs have been used to identify the deceased in 

the event of a natural disaster (Meyer et al., 2006). Similar to personal identification, 

MIs can also be used for entertainment or shopping purposes. The first reported 

case of an entertainment event where payment and VIP access were based on MIs 

was described by Michael & Michael (2010). As in the cases of the first hobby users 

of MIs (Ip et al., 2008; Michael & Michael, 2013), MIs can be used to unlock doors, 

access computers, phones, start the car engine or other devices (Rotter et al., 2008). 

MIs could be integrated into smart home systems to open blinds, control heating, 

control lights, or the like (Cui et al., 2019; Landaluce et al., 2020).  

 

1.3 Limitations on the use of microchip implants 

 

In addition to the generally negative perception of technological innovation, the MI 

technology is met with even more radical rejection. According to Mohamed (2020), 

some people view this technology as a “mark of the beast”. Looking beyond these 

radical views it is clear from the literature that there are many concerns associated 

with the use of MI (Komkaite et al., 2019). First, there are the legal issues. Despite 

FDA approval (Rotter et al., 2008) and the EU study on the use of microchip 

implants for workers (Graveling et al., 2018), there are no specific laws on the use 

of MI and human rights. Second, ethical issues (European Commission, 2005) of 

the use of MI can be addressed. Based on human dignity, privacy, equality, 

nondiscrimination , and other aspects, the ethical considerations are complex and 

broad (Graveling et al., 2018).  

 

Third, health risk seems to be the most exposed issue when considering implantation 

of MI, which makes people even more uncertain about using MI (Rotter et al., 2008). 

Several studies have addressed health issues related to the use of MI, but in contrast 

to studies confirming the actual health risk (e.g., malignant tumors) (Albrecht, 2010), 
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a recent study shows, that MI could be used for medical treatment (e.g., cancer) (Lai 

et al., 2016).  

 

The fourth problem with the use of MI concerns security. While man-in-the-middle 

attacks were possible in the initial solutions of MI, various measures have been taken 

to improve the technology (Huo, 2014). To overcome known security issues, new 

solutions have been proposed using different protocols (Gasson & Koops, 2013; 

Guo et al., 2014)  

 

2 Methodology  

 

The cross-sectional study presented in this paper was conducted in 2016 and 2017 

in four European countries: The Czech Republic, Poland, Croatia, and Slovenia. The 

survey was adapted from a previous study on the acceptance of MI (Werber et al., 

2018). Our aim was to investigate participants’ willingness to accept MI, their online 

activities and sociodemographic characteristics.  

 

Fifteen factors related to human characteristics and habits were grouped into four 

categories: Online activities, loss history, personal characteristics, and purchasing 

habits. Participants were asked for what purpose they would use MI (healthcare, 

identification, purchase, or everyday use. The following research question was 

defined: 

 

RQ: What factors influence the number of different uses of microchip implants? 

 

Detailed descriptions of individual factors are presented in Table 1. A multiple 

regression model was used to answer the research question. The backward method 

procedure led to the final model results. 

 

3 Results 

 

The final dataset of the study contained 1058 surveys. As shown in Figure 1, we 

captured almost equal proportion of participants by gender. About a quarter (25.3%) 

of respondents were from Poland, 13.3% from Croatia, 33.6% from the Czech 

Republic, and 27.2% from Slovenia. The majority of respondents were employed 

(61.9%), whereas just over a quarter (27.1%) were students.  
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Figure 1: Characteristics of respondents by gender, status, and country 

 

The willingness to use MIs for different purposes was analyzed. Respondents were 

asked whether they would use MI for various purposes in healthcare, identification, 

purchase or everyday use. The highest percentage of respondents (Figure 2) willing 

to use MIs for purchase was in Croatia (22.6%), followed by Poland and the Czech 

Republic (22.1%), and the lowest in Slovenia (19.7%). In all countries, the percentage 

of respondents willing to use MI for healthcare purposes is more than twice as high 

as for purchase (42.3%, 51,0%, 56.9% and 48.9% respectively). The percentages for 

everyday domestic use are slightly higher than for purchase, while the percentages 

for identification purposes range from 27.4% in Slovenia to 36.5% in Croatia. 
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Figure 2: Percentage of different microchip implant use across countries 

 

Percentages of respondents who would use a MIs for all four purposes (presented 

above), none of them or 1 to 3 selected purposes were calculated About 15% of 

respondents would use a MI for all purposes. The highest percentage of respondents 

who would not use a MI is in Slovenia (53.6%), and the lowest (40.1%) in Croatia 

(Figure 3). The average number of different MI uses is 1.27 (𝑆𝐷 = 1.50) in Poland, 

1.40 (𝑆𝐷 = 1.49) in Croatia, 1.32 (𝑆𝐷 = 1.50) in the Czech Republic, and 

1.12 (𝑆𝐷 = 1.48) in Slovenia. The distributions of the number of different MI uses 

are similar in all four countries. In general, the average number of different MI uses 

is 1.26 (𝑆𝐷 = 1.49).  
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Figure 3: Percentage of different microchip implant uses across countries. 

 

Multiple regression was used to answer the research question. 15 predictors (Table 

1) were used to predict the number of potential MIS uses. 
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Table 1: Variables with scales in the initial regression model and their descriptive statistics 

 

Variable description  Scale 

 

 

 

 

 

 

𝑵 𝑴 SD 

Age Numeric 105

8 

36.3

3 

14.3

7 Number of e-mail addresses: 

private and business  

0 to 5,  

6 – ‘6 or more’ 

102

2 

2.93 1.40 

Number of social media 

profiles: Facebook, LinkedIn, 

Twitter, Instagram, Google+, 

Snapchat, Pinterest  

0 to 7 

101

4 

2.44 1.76 

Frequency of posting and 

commenting on social media  

0 – ‘never (or no SM profile)’,  

1 – ‘monthly or less’,  

2 – ‘weekly’,  

3 – ‘daily’,  

4 – ‘several times per day’,  

5 – ‘several times per hour’ 

961 1.73 1.25 

Frequency of checking and 

reading on social media  

976 2.68 1.50 

Number of losses of keys in 

the last 5 years  

0 – ‘never’,  

1 – ‘1- time’,  

2 – ‘2-times’,  

3 – ‘3-times’,   

4 – ‘more than 3 times’ 

101

1 

0.34 0.78 

Number of losses of wallet, 

identity documents or credit 

cards in the last 5 years  

102

4 

0.27 0.59 

Frequency of online 

purchases  

0 – ‘never’,  

1 – ‘sometimes or several times 

a year’,  

2 – ‘regularly or at least once a 

month’ 

105

7 

1.24 0.66 

Number of debit cards  0, 1, 2, 3,  

4 – ‘more than 3’ 

105

2 

1.42 0.90 

Number of credit cards  104

9 

0.76 0.88 

Number of prepaid cards  104

7 

0.38 0.71 

Number of loyalty cards  0 to 29, 30 – ‘30 or more’ 102

8 

5.24 5.74 

Percentage of purchases paid 

with credit cards  

0, 10, 20, 30, 40, 50, 60, 70, 80, 

90, 100 

103

4 

55.8

3 

31.4

0 

Number of participations in 

group purchase  

0 to 9, 10 – ‘10 or more’ 913 0.97 2.02 
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In the backward regression, eight out of 15 predictors were sequentially omitted due 

to insignificant impact. We omitted number of debit cards, frequency of posts on 

social media (SM), age, number of prepaid cards, number of email addresses, number 

of credit card purchases, number of credit cards and frequency of checking SM. The 

final regression model with seven significant predictors fits the data well (ANOVA 

(𝑭 =  𝟏𝟒. 𝟏𝟗𝟗, 𝒅𝒇𝟏 =  𝟕, 𝒅𝒇𝟐 =  𝟕𝟎𝟐, 𝒑 =  𝟎. 𝟎𝟎𝟎)), details are omitted 

due to paper length limitations. 

 

In Figure 4, the remaining 7 significant predictors are presented. The largest 

influence on the number of different MI uses has the number of SM profiles (𝛽 =

0.172). Gender has the second largest influence (𝛽 = −0.139), with females 

having on average less MI uses than males. Other factors influencing the number of 

MI uses include the two factors indicating lost keys and wallets, and the three factors 

indicating purchase habits (frequency of online purchases, number of loyalty cards, 

and participation in group purchase). 

 

 
 

Figure 4: Factors affecting the number of different microchip implant uses 

 

4 Conclusion  

 

According to Michael et al. (2017), some people are willing to accept microchip 

implants, e.g., for electronic payments. However, acceptance of the technology 

depends on an individual's awareness, knowledge, fears, and goals. In this study, we 

aimed to find out what factors related to people's habits influence their decision 

about possible use of MI. Four countries were included in the study. In all four 
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countries, the lowest percentage of respondents would use MI for purchase, while 

the highest percentage of respondents would use MI for medical purposes. Due to 

the strong influence of the Roman Catholic Church in Poland (Borowik, 2017) and 

Croatia (Hazdovac Bajić, 2020), we expected different opinions about MIs in these 

countries. Surprisingly the results did not confirm that the willingness to use MI is 

significantly different. Moreover, the results even show a higher willingness to use 

MI for healthcare and identification purposes in Croatia. Willingness to use MIs for 

purchase or daily household use was more or less similar in all countries studied. In 

general, we can conclude that among the countries studied, Slovenians are the least 

willing to use MI for various purposes.  

 

To investigate our research question about the factors influencing the number of 

different uses of MI, we defined categories of factors related to online behavior and 

habits of individuals. The regression model was built using the backward method to 

identify the significant predictors. We found that the most significant predictor of 

willingness to use MI was the number of profiles in social networks, followed by 

gender and lost keys. Accordingly, a potential user of MI has a high number of 

profiles in social networks, is more likely to be male, and has a history of lost keys. 

A less significant predictor is the loss of wallets, identity documents, or credit cards. 

Opportunities for MIs in the online shopping environment, group purchases and 

loyalty programs are also more likely to influence willingness to use MIs. 

 

Based on these findings, we can describe a profile of the MI user. The potential MI 

user is male, has more social network profiles, and has a history of losing keys, 

wallets, or IDs. He is also experienced in online shopping, has participated in group 

purchases, and tends to collect loyalty cards. Based on his habits, you could say that 

his life is more stressful than calm. 

 

The results of this study have shown that when it comes to their health, people are 

more willing to use new, sometimes unfamiliar technologies. We are currently 

experiencing a similar situation with the Covid-19 vaccine, which has received 

widespread general approval despite its short clinical trial period and unexplored side 

effects (Cyranoski, 2020).  In the near future, we plan to adapt the survey and repeat 

the study on a larger sample, expanding the EU area, to gain insight into possible 

differences in attitudes between different religions, nationalities, and other groups. 
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