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Abstract Data management platforms (DMPs) are a widely used
means of placing targeted advertising, for example, commercial
or political advertisements. However, only a few academic papers
shed light on the platforms’ mechanisms. These mechanisms’
opacity makes it hard for consumers to understand what happens
with their data, and regulators struggle to implement effective
regulations. Hence, we develop a taxonomy to understand and
compare different characteristics of DMPs. Following
Nickerson’s (2013) method and combining an inductive and
deductive approach, eight dimensions emerge that differentiate
DMPs. We evaluate the taxonomy’s applicability and test it with
a set of nine DMPs, which we select by feasibility, relevance, and
popularity. The application shows that the eight dimensions
cover the significant features that explain most of the variance in
characteristics between DMPs. The evaluation revealed

opportunities for further development of the taxonomy.
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1 Glorious Times for Data Management Platforms

Investments in targeted commercial advertising are at their peak and projected to
grow further in the upcoming years (Zenith, 2019), with entire business models
being based on the concept (e.g., Facebook, Instagram, YouTube). Likewise,
targeted advertisements are a common practice in political election campaigns. A
groundbreaking event was the Cambridge Analytica scandal revealed in 2018.
Personal information was used to categorise voters into specific segments to
positively influence them with targeted political advertisements regarding the
election campaign in 2016 (Berghel, 2018; Cadwalladr & Graham-Harrison, 2018).
This event escalated the debate about targeted advertising in politics and sparked
controversy about the topic. Discussions center around implications such as data
privacy and the manipulation of opinions and consumer behaviour. The enabler of
targeted advertising, be it in politics or business, are real-time bidding systems. Real-
time bidding systems comprise multiple actors, whose interplay permits the dynamic
placement of advertisements targeted to specific users. One of these actors is the
data management platform (DMP). As the name suggests, DMPs are information
systems used to manage consumers’ data that is collected through online tracking
amongst other means. They gained importance as an enterprise technology in recent
years (Poleshova, 2017) as the digitalisation of everyday life co-occurs with collecting
personal data at an unprecedented scale through tracking online activities on digital
devices (Hullmann et al., 2021). While data in its raw format adds little value, it
becomes a valuable asset for businesses, researchers, and other stakeholders by
gathering, managing, processing, and analysing it. DMPs provide such functionalities
and support systems for all kinds of data-related operations, which are especially
important in the context of real-time bidding systems (Poleshova, 2017).

DMPs are an important actor in the real-time bidding system. Understanding their
functions and mechanisms is a prerequisite for discussing and instating effective
regulations surrounding privacy and the manipulation of consumers’ opinions and
behaviors. Nevertheless, a taxonomy that characterises the detailed mechanisms of
how DMPs add value has not yet been established in the academic literature!. Thus,
in this study, we focus on the functions performed by DMPs and put forward the
following research question:

1 Our search for DMP literature and especially a taxonomy on DMPs in the three academic search engines Scopus,
Web of Science, and Google Scholar did not yield any results.
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RQ: How can we distinguish the functionalities of data management platforms?
What are the discriminating characteristics?

We address this question by developing a taxonomy that provides an overview and
comparison of DMPs. The taxonomy is developed following the Nickerson et al.
(2013) approach using an iterative process that combines inductive and deductive
phases. It is evaluated by applying it to nine DMPs. Our taxonomy contributes to a
better understanding of DMPs, their functionalities, and their mechanisms.
Investigating the characteristics of DMPs (e.g., availability of anonymisation
functions, real-time processing) contributes knowledge to the debate on targeted

advertising and privacy with implications for future regulations.

2 Data Management Platforms in Real-Time Bidding Systems

DMPs are most prominent in the real-time bidding process (see Figure), in which
there are two main stakeholders: the advertisers and website operators. To realise
real-time targeted advertising, ad-networks take offers of advertising slots from
supply-side platforms and match these with bids for advertising slots from demand-
side platforms. For the matching process, demand-side platforms use real-time
processed data from DMPs (e.g., consumer segments), predefined selection criteria,
empirical values, and publishers’ predictions about whether the advertising space will
be worthwhile (Dawson, 2014; Zhang et al., 2014). If all conditions are met, the deal
is closed on the ad-network, and the supply-side platform places the advertiser’s
advertisement in the advertising space (Wang et al., 2017). A DMP (usually a separate
company from the advertising network) collects, stores, manages, and processes the
relevant data. Effective coordination between these multiple actors — ad-network,
demand- and supply-side platforms, and a DMP — facilitates targeted advertising for
defined consumer segments in near real-time. The information from the data or the
data itself might be traded on data marketplaces (Lange et al., 2018). While critics
contend that arrangements like this can violate consumers’ privacy, proponents
contend that they serve consumers by presenting them with offers likely to appeal

to them.
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Figure 1: Structure of a Generic Real-Time Bidding System.
Sources: Spiekermann, 2019; Yuan et al., 2012

3 Research Method

To develop a taxonomy of DMPs that allows for their differentiation, we followed
the method proposed by Nickerson et al. (2013). The method follows an iterative
process through which the taxonomy is gradually built by adding new characteristics.
Initially, we curated a longlist of 48 DMPs using internet sources such as articles or
reports from auditing companies (e.g., Andrew et al., 2020; Moffett & Chien, 2019).
In our iterations to develop the taxonomy, we derived the characteristics deductively
from the literature (Kamps & Schetter, 2018; Wang et al., 2017) and inductively from
existing DMPs (Adobe, 2020; Google, 2020; Lotame, 2020; Oracle, 2020b). The
iterative process terminated after six iterations because all specified subjective and
objective termination conditions were met. With regards to objective termination
conditions, this means that (1) no dimension or characteristic was merged or split in
the last iteration, (2) each dimension was unique and did not repeat, and (3) each
characteristic was unique within its dimension. The five subjective conditions used
to evaluate the taxonomy’s quality after each iteration were conciseness, robustness,
extensibility, comprehensiveness, and explainability (Nickerson et al., 2013) (see
appendix). In the end, the resulting taxonomy was discussed and jointly evaluated
by the three authors. The taxonomy’s evaluation was performed using nine DMPs
from the longlist (see appendix, Table). We selected these nine DMPs because they

met our requirements in terms of 1) feasibility (amount of information and trial
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version availability), 2) relevance (assessing the DMP revenue), and 3) popularity
(number of clients and awards, which illustrates the influence and reach of the DMPs
that can affect people). For each of the nine DMPs, we gathered the necessary
information to apply the taxonomy, relying primarily on official information sources,
including the DMPs’ public websites and trial versions if available. In case of
incomplete and missing information on the website, we contacted the support via

phone, email, or contact form on their website.

4 Taxonomy

The eight main dimensions are data import, generable data, data sources, web-
tracking, data processing functions, external data sources, data export, and data
security (see Table). Data import distinguishes three different data types, which can
be imported in a DMP. First-party data (FPD) is obtained by companies through
previous consumer contact, website visits (Kreutzer, 2018), or directly from the
consumet. The latter includes browsing behaviours or socio-demographic data such
as gender or age (Cederholm & Simpson, 2018; Kamps & Schetter, 2018). Second-
party data (SPD) is first-party data of an external company acquired through direct
partnerships (Kamps & Schetter, 2018). Third-party data (TPD) is anonymised
data provided by data resellers or data marketplaces.

Generable data distinguishes four types of data that DMPs can generate. One is
first-party data collected by DMPs with the help of tracking mechanisms, for
example, collecting it from internal customer management systems. Apart from first-
party data, DMPs can identify consumer segments based on offline and online data

analyses. The granularity, that is, the level of detail in the consumer segment, may

vary.

Look-a-like user profiles are generated by DMPs using existing first-party data as
a basis. Look-a-like profiles are identified user profiles similar to a company’s
consumer profiles in terms of indicators such as age, interests, or hobbies. Machine
learning is often integrated into the look-a-like modeling process and increases the
number of consumers that can be reached with the advertising campaign. DMPs can
also determine unique user profiles and track them across websites by using

internal and external data sources.
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The use of cookies is an often mentioned web-tracking method of DMPs. While
some DMPs track data without using cookies (e.g., fingerprinting), they do not
explicitly mention which alternative methods they use. We refer to them as other
methods in the taxonomy. Data sources from which DMPs collect data originate

from a company’s website directly, its apps, or social networks.

Real-time analysis facilitates the immediate analysis and processing of data,
enabling quick decision-making. Data anonymisation functions, segmentation of
data into consumer segments, and demand-side platform test functions are
common. DMPs’ demand-side test functions are useful when operating with
multiple external demand-side platforms to identify the appropriate one for the
existing DMP. A wrong choice can harm the advertising campaign to a potential
20% to 40% loss in user profile reach (Joe, 2014). Machine-learning algorithms
are used to extract meaningful information from unstructured data, such as product
popularity. Waste management removes records in the DMP not relevant for

further processing.

Integrating external data sources is crucial for some processes, such as the
engendering of look-a-like data or the refinement of existing user profiles. In this
regard, DMPs either provide a platform themselves with with interfaces to third-
party platforms through which data can be acquired. Besides, some DMPs integrate
partner exchange platforms, which enable companies to establish connections to
partners with whom they want to exchange anonymised data. The advantage of this
is that the origin of the data is known. Knowing the data source adds transparency
and trust on the one hand, and on the other hand, lets people evaluate the quality of

the data that originates from the respective source.

Usually, DMPs offer a data export option to integrate with interfaces from
customer relationship management software, demand-side platforms,
supply-side platforms, and ad-networks/ad-exchanges. Some DMPs provide
an export option to data marketplaces on which collected data can be sold to
external parties. Apart from specific data export options, the export into a generic
local file (e.g., a consumer data feed) enables companies to use the exported data
for various purposes such as business intelligence tools (Chou et al., 2005).
Generally, not only raw data but also processed data can be transferred to other
platforms (Kamps & Schetter, 2018).
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Table 1: Taxonomy on DMPs and Evaluation. A = Adobe, G = Google, L. = Lotame, M =
MediaMath, Ne = Neustar, Ni = Nielson, O = Oracle, S = Salesforce, T = The Trade Desk.
Sources referenced by footnotes were used to establish taxonomy dimensions and
characteristics, while the “x” in the evaluation reference DMPs that possess the specific

characteristic.
Taxonomy Evaluation
Dimension |Characteristics A|G|L|M|Ne/Ni|O]| S
Data First-Party Data AB.CD.E x| x| x| x| x| x| x| x]|x
ImportBC Second-Party Data ACD.E X X X x| x
Third-Party Data AB.CD.E x| x| x| x| x x| x
Generable  |First-Party Data ABCDEG x| x| x| x| x| x| x|X
Data®PEG  |Consumer Segments ABCDEG x| x| x| x| x| x|x]|x]|x
Look-a-like Data ABD.E x| x| x| x| x| x| x| x]|X
User Identification ABDEG X| x| x| x| x| x| x]|X
Data Apps ABDE x| x| x| x| x| x| x| x]|x
Sources®D-EG |Social Networks D-F X X | x
Websites ABDEG X | x| x| x| x| x| x| X
Web Cookies A-B.CD.JE X| x| x| x| x| x| x| x]|X
Tracking®P-G |Other Methods AB.E X | x X | X X | x
Data Real-time Analysis B.CGDEG x| x| x| x| x| x| x]|Xx
Processing  |Data Anonymization 3P X| x| X
Functions Data Segmentation B.CDEG x| x| x| x| x| x|x|x]|x
ABCEG Demand-side Platform Testing 4B X | X
Machine Learning Algorithms ABP | x | x x| x| x X
Waste Management P& X X
External Partner Exchange Platform ABD.E x| x| x X
]Sjoiicesl) Interface for Third Party Data ABD.E S e e e e e
Data Ad-network ABCDEG x| x| x| x| x| x| x| x|X
ExporttEG  |Customer Relationship X | x
Management?P
Data Marketplace AF X X
Demand-side Platform ACD.EG X X | x| x X X
Export-local-file &B X | X
Supply-side Platform &P X X
Data Security| Consent Management DB X X x| x| X
Data Security Function®BF X | X X
GDPR ABD.EF x| x| x X X| x| X

Sources: Adobe?, 2020; GoogleB, 2020; Kamps & Schetter®, 2018; LotameP, 2020; Oracle®, 2020; Schonschek!,
2020; Wang et al.6, 2017
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The dimension of data security focuses on General Data Protection Regulation
(GDPR) compliance, data security, and consent management. The GDPR set in
place in 2016 by the European Parliament is a set of regulations concerning the
processing of personal data in Europe (Art. 1-99 DSGVO). Because the GDPR
(Art. 6 Abs. 1 and Art. 7) envisages that companies need users’ voluntary consent

before collecting their data, consent management is often integrated into DMPs.

We evaluated our taxonomy by analysing and categorising nine DMPs, showing that
the eight dimensions cover the significant features that explain most of the variance
in the taxonomy’s characteristics across the DMPs. The evaluation results are
presented in Table. Through the evaluation, we identified opportunities for

extending the criteria catalogue, such as with a cost and usability dimension.

1 Discussion

The application of the taxonomy showed that DMPs usually involve first-party and
third-party data segmentation in real-time, sometimes with the use of machine
learning, following the goal of consumer segmentation. Consumer segmentation
makes it possible to implement marketing objectives such as serving targeted
advertisements, displaying targeted content, political microtargeting, or personalised
price discrimination (Badmaeva & Hiillmann, 2019; Klein & Hullmann, 2018). It can
be used as a foundation for placing advertisements or generating look-a-like data
(Kamps & Schetter, 2018). The importance of clustering consumer data into
segments in the real-time bidding process is reflected in the evaluation of our
taxonomy. Data segmentation is the only data processing functionality that all nine

evaluated DMPs provide.

Consumer segmentation and the subsequent placement of advertisements have two
data-related success factors: data quality and data quantity. First, if the data quality is
bad, individuals might have been added to the wrong cluster because the data is
inaccurate or inconsistent. Second, the more data is available, the more fine-grained
consumer profiles can become, ultimately increasing quality. In light of various web-
tracking methods and data export options to other actors in the real-time bidding
system, critics argue that DMPs operate in contrast to the individual’s data privacy.
However, our study shows that while DMPs are not necessarily required to comply
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with the GDPR in their origin countries, most of them do comply with the GDPR

because of their European customers who are subject to the GDPR.

The DMP’s functionalities supplement the functionalities of other actors in the real-
time bidding system, such as supply-, demand-side platforms, ad-networks, and data
marketplaces. The option of publishers and/or advertisers to export data to
demand- and supply-side platforms makes the real-time bidding process more
efficient. Real-time analysis is an essential characteristic because it enables advertisers
(or advertisers’ supply-side platform) to determine in real-time, before the
advertisement is placed, whether a publisher’s page is related to the advertisement’s
content. In that way, advertisements can be placed in advertising spaces where
consumers of the target group interact. Another advantage is that placing
advertisements on unsuitable or reputation-damaging websites can be avoided
(Kreutzer, 2018; Zawadzk & Groth, 2014). Without effective data management, the
automated and real-time matching of advertisements and advertising spaces on
websites and the realisation of targeted advertisement would hardly be possible.
These targeted advertisments help to optimise the reach of advertising campaigns
(Yuan et al,, 2012), which is why DMPs are valued in practice. The performance of
targeted advertising in real-time bidding systems depends on the quality and quantity
of the used data. A scenario can occur in which not enough data is available for
valuable insights. For such cases, DMPs integrate with data marketplaces to provide
publishers and/or advertisers the opportunity to buy and integrate external data,
enriching subsequent analyses by creating detailed digital consumer profiles or

refining existing user data.

Through their characteristic functionalities, DMPs enable effective interaction
among different platforms. First-party and third-party data import into a DMP and
various export options are exemplary functionalities that facilitate cooperation
among actors in the real-time bidding system. For those actors, even though some
are direct competitors, the value of cooperating is more significant than not
cooperating. Cooperating allows filling gaps in missing functionalities or an
expanded portfolio of multiple demand-side platforms to optimize the output of the
advertising campaign. Salesforce is, for example, originally known for its customer
relationship software but expands its service by collaborating with Google, allowing
its customers to use their customer relationship management data with Google
Analytics to perform data analyses (Google & Salesforce, 2020). Further, Salesforce
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customers can use Google’s tracking methods to obtain more data and integrate it
into the Salesforce DMP. Cooperating is additionally beneficial for DMPs if they
want to offer a more extensive portfolio of platforms (e.g., cooperating with multiple
demand-side platforms that offer a DMP themselves). A DMP that integrates
different and multiple demand-side platforms has the advantage of reaching a
broader range of users, as different DMPs can cooperate with different ad-networks
or ad-exchanges, and provide customers with multiple options between different
demand-side platforms (Oracle, 2020a; The Trade Desk, 2020).

In the end, DMPs can be seen as a double-edged sword. On the one side, they
provide indirect value to consumers as they support the placement of targeted
advertisements and thereby ensure that consumers only see the advertisements that
are relevant to them. On the other side, DMPs can contribute to the efficient
distribution of harmful distorted or fake content to consumer segments because
placed advertisements during the real-time bidding process are not evaluated. In that
way, misleading content or fake news can be spread. Creating look-a-like data makes
this approach scalable by extending existing consumer segments with consumers

that have similar profiles.

5 Conclusions, Limitations, and Outlook

With this study we contribute a taxonomy that helps to understand and distinguish
DMP functionalities. The taxonomy establishes a common ground for discussions
on implications, for example, with regards to data privacy, data security, and the
manipulation of opinions and consumer behaviour. It further helps to grasp the
DMP’s role in real-time bidding systems. Through an inductive and deductive
procedure, eight taxonomy dimensions were identified that cover the main
functionalities and mechanisms of DMPs. To ensure the reliability and validity of
our taxonomy, we evaluated it with nine selected DMPs. Our developed taxonomy
and its application clarify which characteristics define a DMP and guide discussions
about specific functions and mechanisms of DMPs. The comparison of different
DMPs in course of the evaluation is additionally helpful for practitioners when
choosing a particular DMP for adoption.
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As a limitation, we note that the developed taxonomy categories and characteristics
undergo change as data management platforms undergo change. For example, new
legal regulations may be set in place over time, or new data sources emerge. In that
sense, the taxonomy is only valid until change happens in data management
platforms and new characteristics and dimensions emerge. Therefore, future
research should investigate the changes that DMPs go through to update the
proposed taxonomy. Besides this limitation, future research opportunities are
available that extend and refine the taxonomy. We can specifically think of web-
tracking, that would benefit from a refinement. In our study, we lacked information
on the application of other tracking methods as well as which cookie types are used
by DMPs. Altogether our study provides first insights into the functionalities and
mechanisms and thereby the role of DMPs in the RTBS. Yet, more research is
needed in this field and the meaning of remaining actors needs to be studied to fully
understand real-time bidding systems and their implications.
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Appendix

Evaluation of the Taxonomy: Table provides an overview of the nine DMPs that
we selected from the longlist to be included in our study together with the respective

sub-criteria with which we assessed the DMPs’ relevance, feasibility, and popularity.

Table 2: Nine Data Management Platforms for Taxonomy Evaluation. In the revenue
column, M stands for Million, and B stands for Billion, in the Awards Column, FW stands for
Forrester Wave.

IDMP Relevance Feasibility Popularity
Year Revenue | Info Trial Clients | Awards
Adobe 2019 (11,17 B + + 148 Gartner
Google Audience 2020 |160,74 B + - - Gartner
Lotame 2020 |1425 M + + >8 FW
Mediamath DMP 2020 |1047 M| + - - G’“‘?\];r &
Nielsen 2018 6,50 B + - - FW
OnelD von Neustar 2017 120 B + - >75 FW
Oracle DMP 2019 39,50 B + - 6 FW
Salesforce DMP 2020 |[17,10 B + + >150k FW
The Trade Desk 2018 (447 M + Video 10 Gartner

Sources: Andrew et al., 2020; Dun & Bradstreet, 2020; Moffett & Chien, 2019

Subjective Ending Conditions: The subjective ending conditions following
Nickerson et al. (2013) are conciseness, robustness, comprehensiveness,
extensibility, and explainability. Conciseness is used to limit the number of
dimensions, thus focusing on the quality of the taxonomy. Our taxonomy on DMPs
has eight dimensions, which from our point of view, is an appropriate number
because a possible objective ending condition falls in the range of seven plus or
minus two (Miller, 1956). Robustness evaluates whether the chosen dimensions and
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criteria are meaningful in the application and allow the differentiation of the
investigated objects. The dimensions and characteristics in the taxonomy point to
the elementary functions that DMPs can have but that are not mandatory or a must-
have and may therefore vary depending on the DMP. Thus, robustness is fulfilled.
Comprehensiveness verifies that all dimensions are included and that new objects
can be classified. We tested the taxonomy on nine DMPs and the results show that
all nine can be classified using the DMP. Even though the sample is small we assume
that the taxonomy’s comprehensiveness is appropriate. Since we used popular
DMPs for our evaluation, future studies should investigate whether the categories
are comprehensive for DMPs that are less popular. Extensibility considers the
simple extension of the taxonomy. This ending condition is given because the
taxonomy’s structure is easy, without any subdimensions in place. Researchers who
find additional characteristics or dimensions to be necessary can build on our work.
Finally, explainability evaluates how exactly the dimensions explain the object. The
taxonomy takes into account the fundamental functionalities of DMPs (e.g., data
import, data processing functions). In that way, the taxonomy explains what
constitutes DMPs and what are their foci (e.g., using first-party data, consumer
segmentation). Thus, we argue that also the fifth ending condition is fulfilled and

with it our research goal to explore the essence of DMPs.
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